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1- IEEE C37.1-2007-IEEE Standard for SCADA and Automation Systems-2007
2- 1EC 60870 - Telecontrol Equimpent and systems:

arwdeE

IEC 60870-1: General considerations-1988

IEC 60870-2 :Operating conditions-1995

IEC 60870-3: Interfaces (electrical characteristics)-1989
IEC 60870-4: Performance requirements-1990

IEC 60870-5: Transmission protocols-2016 SER Series

IEC 60870-5-101 Transmission Protocols - companion standards especially for basic
Telecontrol tasks-2003+AMD1:2015 CSV Consolidated version

IEC 60870-5-104 Transmission Protocols - Network access for IEC 60870-5-101 using
standard transport profiles-2006+AMD1:2016 CSV Consolidated version
IEEE1815-1EEE Standard for Electric Power Systems Communications-Distributed
NetworkProtocol (DNP.3)- 2012

IEC 62351- Power systems management and associated information exchange —Data and
communication security

1.

IEC 62351-1- Power systems management and associated information exchange - Data
and communications security - Part 1: Communication network and system security -
Introduction to security issues-2007

IEC 62351-3 - Power systems management and associated information exchange - Data
and communications security - Part 3: Communication network and system security -
Profiles including TCP/IP-2014

IEC 62351-5- Power systems management and associated information exchange - Data
and communications security - Part 5: Security for IEC 60870-5 and derivatives-2013

7- AGA-12(AGA Report No.12)-Cryptographic Protection of SCADA Communications

1.
2.

Part 1: Background, Policies and Test Plan -2006
Part 2: Performance Test Results-2007
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8- IEC 61000-6-5- Electromagnetic compatibility (EMC) - Part 6-5: Generic standards -
Immunity for equipment used in power station and substation environment-2015

9- IEC 61000-4-2- Electromagnetic compatibility (EMC) - Part 4-2: Testing and measurement
techniques - Electrostatic discharge immunity test-2008

10- IEC 61000-4-3-Electromagnetic compatibility (EMC) - Part 4-3: Testing and measurement
techniques - Radiated, radio-frequency, electromagnetic field immunity test-2006+AMD.
2007+AMD2:2010 CSV Consolidated version

11- IEC 61000-4-4-Electromagnetic compatibility (EMC) — Part 4-4: Testing and measurement
techniques — Electrical fast transient/burst immunity test - 2012

12- IEC 61000-4 -5-Electromagnetic compatibility (EMC) - Part 4-5: Testing and measurement
techniques - Surge immunity test - 2014

13- IEC 61000-4 -6-Electromagnetic compatibility (EMC) - Part 4-6: Testing and measurement
techniques - Immunity to conducted disturbances, induced by radio-frequency fields - 2013

14- IEC 61000-4 -8-Electromagnetic compatibility (EMC) — Part 4-8: Testing and measurement
techniques — Power frequency magnetic field immunity test- 2009

15- IEC 61000-4 -10-Electromagnetic compatibility (EMC) - Part 4-10: Testing and
measurement techniques - Damped oscillatory magnetic field immunity test - 2016

16- IEC 61000-4-11-Electromagnetic compatibility (EMC) - Part 4-11: Testing and measurement
techniques - Voltage dips, short interruptions and voltage variations immunity tests - 2004

17- IEC 61000-4-29-Electromagnetic compatibility (EMC) - Part 4-29: Testing and measurement
techniques - VVoltage dips, short interruptions and voltage variations on d.c. input power port
immunity tests - 2000

18- IEC 61000-4-17-Electromagnetic compatibility (EMC) - Part 4-17: Testing and measurement
techniques - Ripple on d.c. input power port immunity test - 1999+AMD1:
2001+AMD2:2008 CSV Consolidated version

19- IEC 61000-4 -18-Electromagnetic compatibility (EMC) - Part 4-18: Testing and
measurement techniques - Damped oscillatory wave immunity test - 2006+AMD?2: 2010
CSV Consolidated version

20- CISPR22 - Information technology equipment - Radio disturbance characteristics - Limits
and methods of measurement- 2008

21- IEC 60255-27- Measuring relays and protection equipment - Part 27: Product safety
requirements - 2013

22- IEC 60068-2-1-Environmental testing - Part 2-1: Tests - Test A: Cold - 2007

23- IEC 60068-2-2-Environmental testing - Part 2-2: Tests - Test B: Dry heat - 2007

24- 1IEC 60068-2-30-Environmental testing - Part 2-30: Tests - Test Db: Damp heat, cyclic (12 h
+ 12 h cycle) - 2005

25- IEC 60068-2-6-Environmental testing - Part 2-6: Tests - Test Fc: Vibration (sinusoidal) -
2007
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26- IEC 60068-2-27-Environmental testing - Part 2-27: Tests - Test Ea and guidance: Shock -
2008

27- IEC 60529- Degrees of protection provided by enclosures (IP Code) - 1989+AMDL1.:
1999+AMD2:2013 CSV Consolidated version

ol eSS 5y, V-8

JooS e 353 e el (3 Skl dslan 5 (olar! Dlasidan Javgs jo 8 Slasile )y

W Lol 5l eslazd 5 Jsla

5 a8 o a3 ey a0l o&iws £ 5 L Bl s s glaanal s (V) ol dodr 53 5l = @
e e #3815 15 0 5 o Jome olasidia 5 Ll 15 e

S e &S 0T 4 5 W5 Aile 5 ol VS 51 gledbl sutdis 5 (V) ojla Syt 5> @

Slasiia 5 Sl i edidy b 5 Sl ol () ojlecd Jpur 53 ot Jpd B ol 21,1 @
phs Do daled el 3 5 olgil 5o Jader l Dlie 13 05 Lael 5 g s L oL
A dal 5 el (iay Sla ) 1 5 0 353 50 3leig oler) Sl 51 S s

ol e a5y 50 (VLS S Jalge oanslael 5 oLl o g glaaasiis (8) o)led Jsi> 55 @
Sy Qg 53 55 JeoSS ol g b Jaes 35 B (53 lgiy DR O gt el 0 3 T G55 ol 2
Sl 35,8 eSS (Y=8) D3 0l fpand obs)) s w5 Lo b2 20 aneS bw g (ol

JJ}..ZLAJ‘}J.@J::M};‘BL}S J‘iL’f"J_ﬁ'\"u—i‘A"‘b}’J‘

b bl s B, -Y-E
oo lads Slplds oo (gl eid s 3 (olgntn nolde a5 Ll o 5 (08 aneS (&S 5Ll end S
Jodor aselsl 52)35 53 lads 5l pldS o oas slael 5 L5l 2oy b il 5 (8 osled J5d)VES o2 5Ll
S35 et 53 ok e el oo b el e ol Sltel e WS ke Ve slee 1 skl (B o la

Al Sy Vv st ol Lkl ¢ semme oo 31 S Shitel ol ey el dal g s ab g e




N5 i el g Ol 5o
K SRl Ak oyl B kool sl 5 DLl

. Z.. L. . _ NP
0 ole il L;JSA)Q /4 @)b @)"; g,d‘j’h (RTU) 599 a‘) “‘ilﬁ RSN = <12

ele oS e

L6130 0 5 o Joue Slaaside 5 i A laaial s (V) ojled g

3L) SIUT slagsssss s Jlioms sla s 5 5 basas,s sl
‘)ALS‘_)J)\.,\iJ}bjéu@&m}ﬁ)>(9)e)WJ)J>&UQA _ . B
) Sy el 4 (35, ol wlss t}; (S anws 5 Jab
A el asiie WlBlas S se 4 glga dbd
S 5 Ok sl S3E L (Sl

iS5 ey 4 5B Gl a5 dlasl glar jasiis cull

el 40
Al ails | sl 0558 05 K
o ] (UHF-VHF) olas g sl p3 el TS ls J S S 0 L Bl sl Sl e (8550555
DNP3.0 (Serial) [] DNP3.0 (LAN/WAN) [] Y e N . q - §

Sebewss J S e a0 Jlasl gl o 3L s s
IEC60870-5-101 [ IEC60870-5-104 [] s IS S Sl 3 20 S0
B 2

BIEPE ) el .3 olds | “ala o 3
°Cc N g_,...m .la:?r.n 6\./:) JZSU} 4 kV Lf“l" jw} \

_" s gy Ao | Y 3 -— Nt S RPN

m L3 o 51 L1 SiSTas | A KV s Sy Sl | Y

S falee S3JTeg| 4 g 03 e Sld | ¥

\K OC eKI.wJ g_M.a_: .h:?ba 6La} Jﬁ‘.,\} I

Db o el (5,15 g0 9 el Joee Dlasiin 5 I B saaal g b golgi YIS Cilhe

<L2al ﬁJﬁLﬁgélfl’.rL)fL :}M“ /TGJU QSJ&J@A FRUAY !n“)\-i" /‘C,SJ-J(L'

Sy JoaSS Sl B dpdr ol

Glre e 313l Ja s o es Jlazml) 62 0355 polantl 5 a0 0355 s 53 OBl W5 & sk Sl b sl 3 555 51 oslia”
33 5 sl Sldhd 53 s @) s @28 L O F s Jlail ramen 5 Dbk S sl by 5Ll 5158 LB Sl s OGl pus
62 Gl slalass oS s gl 5l ol blS dile ol Jal b 55 anilir sl b o 235 Osmelagil 3,28 ¢l (GPRS &b
NS sl il Dbl 5 Sledbl Jals gl Embe 4 S 4 55 s 35 o3liiad GPRS Sl ies Coaal b B b s 55 40
Sl Jaddl g ool QLI 1 5 Sl 53 S gmms cnl b o pd 36t Y Sligad @Sd 3 S1bbe 50 b anl 5 b Ole b 48 s
s sl b gl Sl eslizad Lles el ab g0 Sl s @ s Tl s 2Ll e 5N 5 0358 gl LB Jal S
S50 53 S5 b S eolial 5550l 4o 5 w55 Osele il 5,0 Gl Glme b sl Lo 5 s s Jlazl) a0 0355 ol
Db o 5 B 3 g 5 AL edS al b L5 51 0T

5 (adlawe 1 abes DU (35 155 1) w5 Osembe sl Ol pbin w11 (sl ok il Slalllas & a5 L Sl 5 oS ool S
s st by 350 ol e AU IS5 5| Sl U35 550 515800 5 ity i 5 sdS Sl il sboe

0323 oS B S e gia (S




1951V i (el sws Ol g

K APTRIS SRy B kool sl 5 DLl
80 oo didl: (5 K50 /4 fma b @i @l (RTU) 55 ol wLY o&zus s Sl
Ay oS
' ol YIS anliwlid (V) ojlad Jgd>
e.,\.;)'L.u ‘)}:.5 \

(C,Sf.«: rb) o5 3L fb Y

oJJ)'Lw))..iS)JJ.AsJJﬁ \

cole | ¥

(...)é)Lﬁ?L.:‘amwﬁ—w)eML«j)eJ}jbbbu)‘&j})a.,\;.i)j.é(au 0

(order code) i ke uS o b Y s 2

(21 4 5) Ve a5 i B | A

Sl g5 ol Dol s b5 Akl |4

(Lo 0L 3D SLE e | Ve

&}}jlw@h.’&ﬁb‘aﬁ}@w AR

ool S5 5 SIS 5 caas gla el gis Byl S | 1Y

Lo Ol Slas | Y

Gluat g8 | VY

6;\.@:.,.':..:;7 ngé) bl sl | Y0

sladl ke (Salsils gl el (eSS g, 1S e oS oSS S 5 ol

oslitul devens (ladS 5l amis ojled 3L o Ilas T S &b 35S O 50 55 Las Sadh g eSS sdias sleiy bau s Jsde ;,_;\‘

.J}j-'




N4 51A ko (el sws Ol g

K APTRIS SRy B 2ol sk 5 bl
80 oo didl: (5 K50 /4 fma b @5 @l (RTU) S5 ol 6l olfeus a5 <ol
A5 s
(& )1 K)ol Clasuin () o kel J i
LN E A Y e Al AP 3,
S AL (P Olasds
ATR; DC & (oBws Ol 0 4%5) (5, bL dly a oL 515 |
bzl 6 - VRLA - shles| ¥
Cole el VY s A b
cosle el VY J5YF g bl Cola el Oltiy g bl 4 somme oo b 3l Al
Cole el YP o 5 Y (g bl
(AC s 050) YY v 250k O s ,bl 5 Sas Ol ke ¥
VY celw Ok 5L Ol Sl 0
Sl ool 3 - Low Battery o, $
Sl ool 5 - Battery Health Y1 v
(Jos b glad 0la,3) Ve - Tobl Lo 05 GladdS & Ole b slas Blus A
Y JL Sbb s sk ol q
S L 28 Slasis
$35,3) =L S5 a0 AC 4055 U5 s > Shas 03 5
Aoy Ve BAD - e
Gl
Sl ool I - 3ol sl ackde Fail oY 1)
Csl ool 5 - cK;Mw@wJpr;\;;g,\.;pryi VY
50U Jlasl ol s (3La) andss ise (s 5 cblis
el 1l - e e D) Ol SO Sl oS g L OL 2 Ll | Y
G
Sl gl 31 - DCq.ls:;;mwjgjvgC}@)j)u;;\)l.u;;w{\}r.\p i

Db o el (5,15 g0 9 e S Dliasiin g Hlu B el i b galgin YIS Cilhe

s Ll Ji"“;ﬂft}fbjfb :}M' /T'C:JL: Q«SJ.«.Z;@.A dlS M‘ "Q,Sf&rl.v

! Valve-Regulated Lead-Acid




AT R R -
S omlps 6,5k osled

80 oo didl: (5 K50 /4 fma b

A3 s 5 S
@)‘,5 Qa_‘_,.h (RTU) 293 ol da\ilg: NESIN

(el sws Ol g

EP 1Y)

ele oS e

(6 51 33) bt Slasein () o lad J s

ol g5 b gl iy wasis g gl s,
RTU olws (g bt o3 Sluasuius

Sl = HM&»J;.’&@«SRTU sla o, cble-

T 5 osS dlaasl ol s Wss e sslinal il Sl "
[Ty L;d S -

o~ a))k_s‘«) Ql—i)" &_)/\.:.:}Jb/\ﬂ Lse.,\.'.}SJjJ;u L: \)Lij" Lol

(5308 4o

DC
ol ol - 5 G IRTU o&as DC wpdis glaslly adS 03 dssl | VA
M)J\\VU/\' /. wb}ﬂj@DCQMJU)WJJﬂ»&a))W 4
b 5 S e Ao s 0 /. o3 DC wlss Loy jSlas | Yo
" Sus ey jl - Jhows 63955 vSLMSC}; AR
Sl ool - Double Point ¢ 5 51 Jlrs slgssss 035 s vy
Yoo ol Jlows 93555 oSS S S cuglio i Slas | VY

A

O V_A‘}l:s s (635,55 SO ESARGVEVI R JEU;— vY
DC s 515 3l DC =J Tl 83555 Jew ol slie | TO
\Y DC C,.b d%)d)})}d&jﬂjﬂ.@f‘b \id
< il s s Lz sss 3l ols pai s Sy Jolgp | VY
O - Jlmss sless,s wlil,l Gl s [ YA

Db o el (5,15 g0 9 e S Dliasiin g Hlu B el i b galgin YIS Cilhe

:J.:@/J'C:JLT WS L g

ndlS }.w.<.v* “LS;J:(»L

Debounce Filter

C"‘”‘f‘_}'”é‘)}‘ u{\ ‘d&w)); &u@jﬁm.}ﬁj Q)yjséwld@i,\_,‘

el BIS 25 Caslie 55 S L5 s b Caglis ol

555 (W) 5 ol (5B S5 sl 505 b o 555 o0 4o 55 el 2 55 51 Dl (slzanns SIS oSl 4y a5 U




ACEETRE I A8 (el sws Ol g

K APTRIS SRy B kool sl 5 DLl
80 oo didl: (5 K50 /4 fma b @5 @lsr (RTU) L5 ol 6l oeus 3 =20ls
Ay S 4
(& 31 aw) bl Slasein (F) o leds J g
ol g5 b gl s wasis gl s,
Sl ol - Slals,l Gl 1k Oley Do 034 s BB | T8
\ b e Sl ) Bl s (gl i LB Ol il | T
Yo, Y. s .
Sl ol - Jlzes slessss oo o)) Bl o il LA
Sl ol ) - s Slassns S oo 2 Sls e p S| T
S 4l e SOE e glasl g, od Sl s Ty
b 5l e oas s el e sbEvent Ju b Lty
ol ol - -
O sdzee Joos 5 55 0 L LU
53 o&aws ke alasl> s ol 0,3 EVENE sl Bl
K Sde Yo
Sk Bl b o) 50
S gy 5l - Jozs s oSkS ¢ 5 \kg
\o ol T oSS 0L Blas | TV
\YO AP Tl s S eSS Wy [ YA
Sl ol - Double Command ol ,5 51 jleis | Y4
el 3 - TSl s sl g sl ol | ¥
ol ol S - (Command Security) Ol ;5 sl Coes puonss VJ'?’K” \
ol ol S - JL-MRL&;&;.-)J;'-&.{“Q:){Jué:;u;c;mo;ﬁmmupu £y
Voo b e Jomas o2 S O3 Jbb sl s BB Ol 3l ¢y
D gl 8 LS (615 50 o 9 oS Ja.a Slaseln g 5l B el g b golgln R A
A9y ﬂ.&ﬂ‘-;é\fbcbj(ﬁb M@JU ;»SJ».:-'J.@A aw&«gﬁsﬂrb

'Chattering
Al e Sy s 8 S S o sl ole Sl ol
Al e (s~ oSS <. b) Contact Voltage Rating |l

*Select Before Operate (SBO)
*Activation Time




4501 Ak
S omlps 6,5k osled

80 oo didl: (5 K50 /4 fma b

A3 s 5 S
@)‘,5 Qa_‘_,.h (RTU) 293 ol da\ilg: NESIN

(el sws Ol g

EP 1Y)

ele oS e

(& 5 L) sotat Dlasin (F) o jled g

Skl g5 b e a aasie g S s
5A L 1A el 'AC 0L WK b e | 88
) 4 AC 0L, ST os,s J&Kw jge Lldie Slas
b Ol Rl s el . £
tf‘u"’ s
s ‘LVAC )‘L“J} g}j\j RLEPE JL@}}AJ‘.\LAJ‘S‘M
S
PT: 3VA ) c e ]
CT 1VA el s AC S JUT (635,59 JLX Burden Sl | £A
CT—40 x nominal, 1 s Z 1 v o .
s - AC Ll (P L I £9
PT_2.5 x nominal. 10 s ST Slessns Sl 2005 ao ok Sl e
¢ N 5 .
Sledss ¢l T(CMV) S ine de 5 S5 W, slas
Yoo (peak) < | e
AC S Ll
Sledss ¢l g —(CMRR") Sba b 3, Sl JBlas
q. | e
dB AC S,
sl sl S sSIE Ls 5 s - AC ST sless,s @l p S rie ey <2550 | 0
1500V RMS for 1 Min <J AC S JUT sless,s 0! o | oY
+20 mA or 4-20mA or P L SRTU (3555 51 23L53) DC 0L Lt (ol Jltie o
+1 mA e (RTU olaks 3 b 5l bl LG
_ 3_3“41 RLEPE] )‘.\.AAS@L C) )‘ C)k} JL..J} 03 gd>o
+24 mA el e _ 4
LS Joo O3 ol 05 1L DC
B9 8 el (6,15 g0 g @ o Slatedn g I S glaaiul B b gslglis R A
<L2al ﬂhé)l}.ﬂ}rb)r\.« M@JU ;»SJ».:-'J.@A erSJ.:aQ/\JQSJJCL

waxg Lo WLOA L IA KI5 o oK Casn (8) oled ol 5o Sl = o g ol Ole atul g L illas 0L T
Ay by el d PO D s 3 Sl = e s w Al b Bl L

*Overload input signal rating
4Maximum operating common-mode voltage
5common-mode rejection ratio

1 5 - Y
(Continus rms Values) a5 s slis




19501 ik
S omlps 6,5k osled

80 oo didl: (5 K50 /4 fma b

S ) sl as 5 S

(el sws Ol g

@)‘,5 Qa_‘_yh (RTU) 293 ol “lili NESIN 2 =)ls

ele oS e

(4 3 @)5J\1¢| Slasein (¥) o leds J g

bl g5 b e a1y aasiia g b iy,
ST slesss sl ~(CMV) S rie e s S8 5, Slas
200 (peak) Js o1
d53! Yl DC
90 ov
dB (DC
52 (DC ST slessss ) by Lol s s, Jslus
60 oA
4B 50 Hz .8 5
10 kQ for = 1 mA inputs o
600 Q for £20 mA inputs V_al DC Sl g35,5 o S, cwglie iSlas | 04
600 Q for 4-20 mA inputs
r ~ . - ./ - .
200 (peak) =J s (s Ses o b= 53)DC (65,5 JSw Jlaas Slas .
Y - . F - N
10 (peak) = (> Sas = ,3) DC (64,5 JiSaw Jlas sSTos 1\
Sl (6o Shas S 3) S i e 5 Sldes Sl
10 (peak) =J DCilpss,s| W
DC S i L ol ST
10V DC “J, Al o il S
12bit (+sign) bit (ST 3555 1) " fds <3 Pla= | ™t
(J&es L luie 5l Ao ,3) £0.1% Lo (S JUT 35,5 1) 25°C sl 5o e STus | 70
Sl @\)\ - AC dlij" 9 5L~J} Rms J_L.ﬁu.a LSJ;")"‘\J‘ "
Db o el (6,13 g0 o 9 el &u Slasie gl S sbaal - b golgdn R A
A9y ;lJ-“L;’lj-’t"fL‘)(’L‘ M@)U C»SJJJ.@A auwﬁsﬁrb

1Minimum differential (normal)—maode rejection

2Non-operating
30perating

Conversion Resolution

<~./DC ;AC S)JUTL;UJ} ijjzfaé\ﬂfaj?\‘ s, Slaseia’




950 ik
S omlps 6,5k osled

80 oo didl: (5 K50 /4 fma b

A3 s 5 S
@)‘,5 Qa_‘_,.h (RTU) 293 ol da\ilg: NESIN

(el sws Ol g

EP 1Y)

ele oS e

(6 51 b)) g, b Slasein (F) o led J g

ol 8 b e Ay el g 3,
A bl a4 SJUT slie Jloyl sl Dead Band o ks oL
bl
O - e 50 50 4 56 Jlasl slallas jagels | PA]
el ol - O a5 5 56 @ b glat jaslS sla bl ol e LB P4
ol ol - (Va-Vr) a3 05 55 05, S0 aseds| Vo
ol ol - L3 0355 0 S paelds sla sl odes cohB] V)
om) UJM C,.Mu") CJ)).»&)J L&ﬁd.}j)} dﬁ-?;o:n:
oy 5l s (Local) os po 4 olKins Dlokes plasil OIS
sl ol I - v
(Remote) >
W\LSA\J'J\ - ﬁf@a@mbbb}())ﬁ()}& VY
Sl 5l - 1> Real Time Clock (RTC) us g fyfs | VO
el 1l - Watchdog o5 1)ls | V7
Lng.l.(J}ﬁ. ‘5“).’ RS-232 Q)ﬁ—
DNP.3 (Serial) 4 IEC 60870-5-101 Sl bl JSsn g b cmlas blisl ooy 055 Ll w
WSS sl <o Sl e e Sozrlss J 28
DNP.3 (LAN/WAN) , IEC 60870-5-104
RS485 = - IED &lsges b bLisl sl 30 sl blisl oy | VA
LUSB L RS-232 &, 5 5 Ol bl G Sl L el Bl oy v

Ethernet

c@w) Lg.LU.cJ_{.«.v

.:ﬁwwdjaﬁe,@‘gs,mai&u Slasin 5 Hlu & ‘5\#4:..»[,&\;.‘5;% ‘_;‘}HS g;.?u\h.a

LL"L-AI

:J.:@/J'C:JLT WS L g

erSJ.:aQ/\JQSJJCL

J“jﬂ g.L..;L’ AJJS g:,..w‘jf-)) b u&:— d'-'«lJa'»?h:J C_,..:LG s\ G)LA-: J}J}- L )l.\i‘)}- 4&3)}*9 B A G 2A LSLG\_L“)) CJLA‘JM\

sl




ACETR VIS M8
S omlps 6,5k osled

80 oo didl: (5 K50 /4 fma b

A3 s 5 S
@)‘,5 Qa_‘_yh (RTU) 293 ol “lili NESIN

(el sws Ol g

EP 1Y)

ele oS e

(4 51 can) g bt lasein (F) o )led J g

dJL"CJ‘\‘.ch"" J1 “warie b 3,
W _ Sl b BLE o3 sl Modbus IS5, 51 Slaiy |
IED
9 ‘;JLG) Cod ghoes Q).,b cK.”qu 6.,\.,..:;:;” 9 m)a.i )\Je\m., ‘G\)‘
Sl 1) - FlS Gas g BB 55l 5 5ok D License o [ A
(Web Browser L
4 sless,s Canss Run power LS WLED 54
WSUUH IR Bt | - AY
L ‘.54
Jlizmss Sl s 7 Cond s (Il
)
- Clol 5l o g | AY
HMAC-SHA-256 T
el A JTCPIP oz bl 55—
o e Ja b DLl s - - AES-128 5,550, | AY
b d g3 2050 58
- sl glaads LSl ey plSa | AD
AES-128 Key Wrap T GES IR S SO
YA S Yol LIS ple Blas | AP
Y. .
Sliss A ple Bl
\YA S _ AV
Gast SIS s oS’ LS50 5 50, g &5 ulS)
Sl ol - e Dlelas el (6l (63505 s e kS B | AA
Db o el (5,15 g0 9 el Joee Dlasiin 5 I B saaal g b golgi YIS Cilhe
:L2sl Ji.ba;:l);b-rbj(ab M@JU \L\SJ.JJJ,@J a.,\MSJ:A.,Q\;SI\LrL

S5 Ol 5 sl ol iz o Ll js ab g e slasllinl aul 4 a5 L (A B AY sleass ;) ol SLl I o sa 5
st Aolas ol DLl pl gl el 4l el s J:.iuj g I S e Jsb )5 U s o o3> Clgs 353

“Minimum session key size
*Minimum update key size
*Password




N4 5010 ik sl s Ol ge

K APTRIS SRy B kool sl 5 DLl
80 oo didl: (5 K50 /4 fma b @i @l (RTU) 55 ol wLY o&zus s Sl
Ay oS
(& 3 cwn) g bt Slasein (F) o leds J g
o) g8 b e ) “asina )

L i 4 0 Ll S o i) ol slalog ool

oo I I ||
!l (e is Ol 5 5 208

ey g 03,8 Jlad e lll) olims | (g 5lu e

el ol S - B q.
(a&:.w.} BE oS ealaxad &L@b\) B LA&)})}

(Normally Close) LG s s 3L -
(,5,Le) ac/de Fail -

Low Battery -
Battery Health -

- NEC S5k slee Y 4

(o5 5508 b L (63l e Jals
i A e (St o 5 b RTU olaes 5,2 S | 4Y
Jlij"‘ o)l».j: uL;'JJbK @)U}g}lﬂ: Jl

Sl ine laelEislesl 3l cas Colb a8 055 Il
Sl ol - ' ) ¥
©) dsdr sl 5ol

M 5 et

Sl - sty 3| a¥

Jlesl 5 (kG (555 ) LocallRemote gy s 3 5 5
e al) _ ‘ @
S 33 Do 4 J RS S e a0l Carss

< 4 QT Cuxoy 9 .LI:L Latch 53l
d & - SLG L=1s (Dummy Breaker) s o, | 4%
EPRR NPT

) sde L s S v G oslaws BBlas | Ay

5 by bl 5 5L DC Of wdss
G s s Sen b 04 el - PR

sl asls

.:ﬁwwdjaﬁe,@‘gs,mai&u Slasin 5 Hlu & ‘5\#4;.»[,&\;.‘5:% ‘_;Y\S g;.?u\h.a

<L2al fl'u;;ﬂ)"l}fl"}(’b M@JU Q,SJJ:J.@.A euwdﬁfb

'Hardenning
S el o gd Wb DC &y o 45 05 ) oK ol wdas a5 (65 )05e I




1950 ik sl s Ol ge

K APTRIS SRy B kool sl 5 DLl
80 oo didl: (5 K50 /4 fma b @i @l (RTU) 55 ol wLY o&zus s Sl
Ay oS
(4 1 @) ulea! Clasein (F) o les J i
Sober! g5 b e 215 i s
IP 55 - b cblis s Pl 49
ol ol 5 - (b 1) IS Yoo
edile A8 pU L (gl Cadle Juld
cdudad Lfﬂl) )‘JJM G I JM gC}J 9 Je _ s 6jLU 6}&4” \ o)
Ldl-ij-v\' 5)[.&..‘; gg;‘)g @)U) g:,\}-Lw JL««
IP
Ve Jlo (S8 el 31 ) s 51 e Slodst oo J3las | N1 Y
v Jl (oo 0l 5D 2L St f3las Vv

(6@0& 9 QLQ.:E.J rbu‘) 6)\.)\4\ cb 9 gﬂ.m L}A}ij&»)
ol ol - \o¥
oL OL3 4 (uls e g

Sl ool 3 _ Gy sl bl V40

&:/M\L;O\Jj\ _ w)bdb)bé)‘%}Q‘M}MM‘JPJ Veof
S el il gleloy plailr 5 Ghupn 4l

ol ol - \K%
eK.:...u)

Sl L;«:\Jj\ - cK.?...u.) ).LU J>\J 6\.@&.&5} L@,q.;.w Lg)‘..\fe)w VoA
S b Bl Sl IS5 sl o8l dstr ol

Sl b3l - RO Y Y o ob) Karlws J 25 Vo9
Sl s

Db o el (5,15 g0 9 e S Dliasiin g Hlu B el i b galgin YIS Cilhe

:L2sl Ji-'\"‘;ilyb'rbj(’b M@JU \L\SJ.J:J,@J a.,\MSJ:A,Q\;SrZrL




451V dip

S omlps 6,5k osled

80 oo didl: (5 K50 /4 fma b

(el sws Ol g
5 5l slasbas 5 Sl

@)‘,5 Qa_‘_,.h (RTU) 293 ol “lili NESIN S

ele oS e

VIS aaikael 5 golgming 3 Slaasiin (8) o led J g

Sl | e S
' ' el J1 “asia s -3
=¥ | S Slet | sl
Osds SIUT olie dauls o g, Seslll ol
V-Y-F L - )
(Transducerless) ,w sl 5 31 eslazal
YYoF - S JUT o el )b drnlons s A
A ST - AES-GMAC Lol 5l > ¥
L g T - Ol )8 g s J 28 ¥
O-Y-f ., - ~
LACA-:M) 9 ﬁéuﬁ LseMLi,d
FY-¥ U - (User friendly) ,i3le 5 3l eslizal & s4mn 7
V-Y-f L - BYWL ) E PRI W
/\—V—\".L'.J. - )‘Jﬁaﬂ{g%u))aw}}&‘}w A
q-r-¥ Lo - J:’}jﬁ )‘ o CJLA..X;'—) JL)).AT ‘u‘ﬁb@ 4
(R 1 N - o3l Al ,8 51 Sales 5| Ve
S osasl 5 kS Cynde slaasbal Sl
V\-F-F L - 3
)\ACA?')M Ce—b.a
Voot | —— o
Sad e B8 Jgdr 3 0l &l Olasede LIS L ealgdn Y calas
Ll ke vf;\);t;-. (.L;j (.L; (eSS @)U WS g S oSS oS (’U




51N oo iJendly s Ol g @
K SRl Ak oyl B kool sl 5 DLl

. Z.. L. . _ WL
0 ole il L;JSA)Q/% @)b @)"; g}‘.‘j‘h (RTU) 599 a‘) “lili RSN = <12
Al S

RTU o&iws o slajlael dslous & gou —Y—¢

(Transducerless) jw gdws! 5 31 eslizwl O3y S JUT palie ahawly o (5 pSo5lbl Cbls -V -¥-¥F

Jos Gy 515 GWPT 5 CT 4 Ladites Kl o8 a3l AC S JUT slagsssss hls olauws o5 )5 3
£y sl 54 5 5 2L DC g 5 OF ST slagsssss a0 53 3,8 oo Ghad Slel Vo (g
Soze a 'l SHUT alie 8ol iy & ejlad Jodor 53 iy 5 K55 50 53 3,5 oo Ghad Slanel $0 il
53 Glaas dy cpl el 5L (0L 5 5Ws) AC S LT slagsssss 51 S T 4 oS LAk oo gl Cosl g 0
s Jama (5y50 58 035 Cumd &) a33kal 3)lse plo 4 08 s slgiiy aled 6l OF Slael 039

S ST 5o o5l alone CyB-Y-¥-F

a5 Skl 70 O pled Joder £P s 3 ekd S5 sla mbl g Seslil bl gl slealSans &
5 5W5 THD) LS gasla (555 plin ( puilS 5 oy dd oy o5 ol STy oS Ol s (6,555 (sla el
2 S e Gl kel Ve Cai B 5Ll 0 el s gl e cled (Sl 5 1) 56 sl 5 (0L~
AES-GMAC ol jl o —¥-Y-¥

Shael # o il axdls 1) ¥ Jdr A B AY sleins, 53 ol Oly sl Sl (5 oy GLL o 4555500 53
Sl lel Vel lrdy 55 AES-GMAC clot it o, S0 51 LT edle sl 5 5,8 0 s
S

By o s J uS—F-¥¥

a skl Vool andls 2 g2 s OIS oo s IS il bl pn ol SLL o8 lsle 5 3 4S50 2
el £ gl s AL i BB s e 53 Bl L aS ol S5 4 psY S e s of
2 S o Gl

lacandy 5 polie godalio Cgar p3Y (slatdS 5 LCD iolel ammie odls-0-Y-¥

4S50 53 35S o ka3 O & Slaal £ a3l (F Jadr AY Cigs)) LED sla Kislod sl daih oo amsilir
Vor il oS o s P 83008 Conds 5 3l sdaline S oY sladdS SLCD bl amio s
35S o Gl O 4 Sl




ACBTRLE R el g Ol 5o
K SRl Ak oyl B kool sl 5 DLl

AL PY G W @35 @lsr (RTU) L5 ol 6L olams

EP 1Y)

ele oS e

(User Friendly),!;,é!r,z 51 eslaiw) & s F-Y-¥

G e onl kel 5,8 e Gl T Skl Soseinl g8 s s Skl Ve

r)‘y 6@)%&6 J'LJ:‘J Q)W}J

)L«.‘LA‘ )‘J}‘ a)>='>

Ol g

read , write ol s -
)lj-j\p;w)ﬁ,a.\.am -

Joo Sleotr gl L5 SO B -

Sslize S SIS b -

oisbe 03 5L S 5 cposbes LeiSb dke gduey S -
ool 5 lad e slgdn s -

28 sleal, -

@l Sl el en 4 sl sl gl -
s wansm L LS s = oS O -

click o St oMbl a4 o sy K3 go 4 gie 5l s = Ol -
g S 1l S8 sbadds 0 -

=2l 5 ele Sl S s -

2 s -

Sl5le 3 5heslizal CJ g
(User Friendly)

3 g sl 5 5 g (Slalne

J3S s il Vvt

o O Sl 89 Sy po cpl b 3 3,8 e Gl OF w slaed Vv sl L 5aS 2 sl RTU o&ews S

S

ﬂbﬁojg.g C‘-_:'Lﬁj 9 om‘,} &‘_’m —A-Y-¥

Sl o sro g Culo, 5 ekl b il s
¥ Dl s b 4kl <)
A 0555 3l o s bkl &L
S 53 Jsmame Sl eslital lge 4 a5 b Ol S aailie) S pe e ool
" sine AMS G ms5 sbes e Ko bl Sasbe
A o @l slsl CuliS 5 oS

Ao Ve Sl STa Bl e P Ll 4 G s 3l ekt oS Sl ¢ same L Sl




N4 50 Y i (el g

S omlps 6,5k osled

AL PY G W @5 2l (RTU) s

S ) sl as 5 S

Ol g

3oy “lili NESIN

EP 1Y)

ele oS e

o 3 e Sleds g 55 gel ( SI,E —4--¥

Sl e
Jo ¥ sl Glael Ve Jle 3 5 esdle Lol dle o slsl a) 218 oo
Yo
(Ll
ML}@ 7o aslsl @ 0_9_9 J_g.,\;- )‘ ol w.s CJ‘JL.C.‘.A‘ Cjw L;’L@_’ )L:.:.A‘
olijlw &=,18 5 ‘;JA‘LM )|J,>| —\e-¥-¥
Skl shas 3,
Y Q‘ﬁ‘)JoKJ’MJjWa.\J&S@jﬁvjﬂﬂd‘.}f‘;ﬁ)\ \
\Q o3l S8 31 (ghlail Sauled 5 dls ol S & Y
\Q szl 555 Lo o5 sl 451 Y

A3l e Bl 4 B Jadr 3l el S Sliel ol ol Ll

Mo gl 5l bdgesl 5SS Cu pe slaaelial 8 @l -1V -¥-F

35 0 s Wltel i3 slaaalionl 58 6l ks 4 o5 Gl 5 8 4 kS J 58 5 KL

Sl

Olgs

3

o..nl_:)) J_‘B ‘_}_U.QJlW g g}.s.?_.,m Lgt_AoK_wiLAJT
J51s o e slael&iilesT L ILAC s (traceable) |

sy Bl gy Ll ) 4as

CoaiS S e alS GLI| Y

Syd e Prosde b G s slaslael ¢ semme




N4 50YY i

S omlps 6,5k osled

(el sws Ol g

S ) sl as 5 S

80 oo didl: (5 K50 /4 fma b @i @l (RTU) 55 ol wLY o&zus s Sl
Ay oS
Lﬁd}cJLO
(o3 30w 31 Q) LD 3051 (0) o,led gt
Uj'ﬁ':\i .1:,2/,!.).&; :)|.¢\3\J‘.w| e,L«.&;rU C)J.«)'T CJJ: ué.;:)

RTU &Zus :‘55- 5'%) 6\.&[_}}4}1

63 Shes g S S Slaseie glad ga3l -

Kes Ll s slgs—Y-)

JVES SRS R W N CCUR I WP fpdas b W 0 e
o IEEE C37.1 B ' .
sl (6 Se3ll (Jliews slgsgyy Cans (F-r-1) 1 o oy 4 ol Wb S Jlel | V)
s Glers & 4 Ol b dlasl 5 S JUT oKaes 3 Shas
JVES SRS R W N CCUR I WP WJ)Q“-“"J)W)J;)S@)QJUT
ol Lgﬁfo)'\.u\ Jhsws slessys Curss :(@U 5We 4 DC wiss 55
o IEEE C37.1
(F-Y=))
W)f}(&b)\m M)) VY U/\')
NEC .bﬁu—
S e 5% ol Sl DC wiws 3 Oge30
2 A S \EEE C37 1 2435 Sy des Ose
Siw s , R B A
(F-¥-1-Y) Lo wdas S5 o) R AC g (g S el -
DC
LI U 5y dlesl s 3 il oKaus IEEE C37.1 S 4 Syl 53 CBlis 0 gas
o))
i el s M L (¢?=Y) %
adls 1) b @lol fess b oKis 4 dss IEEE C37.1 \)b_ wlsl ol s cbles ;)fj
m (F-Y¥=1-Y) do 61
bS Il ¢35 g 53 Al oo i "ol S sl s cblis O ges
- - F—1-)
L ol OF (s 5 50

YOverload Protection

o5 cble- (%@j&uﬁﬂ\j fb{u )sf))w) 3,08 3555 OAS 6l sS Jlasl Jlaxl O euls 258 o mes 53 5 4w RTU Kes J§|T
ol (:j‘Yal:jSJujlﬁ\ﬁ




1451 YY i el s Ol g

K APTRIS SRy B kool sl 5 DLl
40 olo Lidul: 6J§$}li /4 c"u_)l: @)_,5 Q‘.‘)‘“ (RTU) 293 ol u\g‘lﬁ NEC 3 =0l
Ay oS
(6)}—:&‘ J'| ‘9:) \AQ}AJT ) GJM J‘gb
Gy bd /e 3,05kt o ladd 5 ol G903 o s,

e Glgssys Sow slens=Y-)

w Jhows Slesss Camds i askds IEEE C37.1 s ($3555 AU SWs O sesl

S (Po¥r=T) oy ey lgsgys 4 U 5Wy Jlesl

\-Y-)

G399 wSks cnylie Hlude JSTu >~

s CSS ‘V’A‘ Voo 5l S sleeslie WL il s
_ IEEE C37.1 i i
Aoy (g3505 Cundy 5 Lgd a5 by (F_¥-Y—Y) s ,;H\\~~)1;A56L@,u)uﬂg>l>,lﬁg Y-Y-)

.J}.:ae./\.;\j}& jL:S)JLA;\)JL:?@d;)));S_iJM

Bd o S ($39,59 5 ,Shas (L

35,9 S Ceglie Hlude Pl >
S eskeS el S Ve Sl i slgmaslie L il
_ IEEE C37.1 ) )
ey 65555 Cundy 5 Lad a8 Ly CRIRIN vﬁ\%\ﬂj‘ﬁél.@:.gl.u&;\;)\fl{ Y-Y-)

S yh ekl jio Sy dlest 5 dlaes (635,55 SO as 3

Sd e S ($33,55 5, Sas (L

16330 U SW e 55 (35,5 O

el G Tl AL etk (g S o5l Ol IEEE C37.1 ] _ N
Liomss (53555 S & b 5W5 Jlesl | ¥-Y-)
. J S A L E Y] 5 4 ol Wy
Ll (F-F-T-Y) Ao —

Aol b 63505 0L 5,551l

it JJ.<.l.o.c

S35 Sy = Candy i 3Lox]

IEEE C37.1

R oy e I (S_FYY) 10 3 e s K a e DI Sl e | O-TS)

bvg Wby i ol el ) p

RTU o&s

TSP R

d%ﬁéﬁj}}uQQ‘M.fé&)}p)é L Jlse ‘_‘(’ - . “ys) I

o T = IEEE C37.1 Pl (53500 Sy Sl 0303 dS
b i el sld ol S gl S (F—¥-T—Y) 1 s oSes s S s 5 VU 3 $-Y-)

5,8 0 sb |y ol s bt NECW o




RCETR L W5 :J.qu,_,:_..a Ol g

K APTRIS SRy B kool sl 5 DLl
40 olo Lidul: 6J§$}li /4 c"u_)l: @)_,5 Q‘.‘)‘“ (RTU) 293 ol u\g‘lﬁ NEC 3 =0l
Ay oS
(6)}—:&‘ J'| dw) \AQ}AJT ) GJM J‘gb
Gy bd /e 3,05kt o ladd 5 ol G903 o s,

_ ChB L e glasl g, o Sley &ds
sl o u,a.,:>r..23 ol b oK

1y ast e SO loy akols b I IEEE G371 e S S V-Y-)
adls il e S Sl s bbb s CE_YLY) o -
(Po¥Y=T) e (o455 53 Camoy O3l S
b
Ll e S Sley ool L il
ol 4 Bl Wl Jhas 53555 S S Y bl Gl b
Ll Lis 1 590 Cundy ol jasiin Ol sless,s Debounce  slé Ol r_:}g,;
' _ ) ) IEEE C37.1
R 3 dxhe A e Candy O o TR ARINY G 5 2128 MS edsdoes 53 Jlsws | AT
9 ok JUJ _),.i;ub 839,09 L'<-i Q)}p"ﬂ\ QTJJ_{JA;
(AC) S JUT lgzasss Lios lgns—T-)
) AC
3555 S PN IS Jlie s (5 S5l IEEE C37.1 o
NIV Loty b ool ST Ji&w Jlasl | 1-¥—)
oKaws o 5 (F=¥-1-1)
((F) Jsd= YO 5 FY lears)) oL nolis
NEC f_,}lﬂé;})jm.
AC ST (53555 S g5 0305
) LoSWs Lok ST IS Jlesl
S Gl Joos SllB L oS IEEE C37.1

dily AL ] (F-¥-Y-)) w TV 5 Y2 ledns)) 53 el S5 See polie | YT
) L, w5l \) ol JS'; Slaes susee 3 " —f-Y-Y)) L@,u :
- °<“ B §’}}L;\ S2909 @ (( ) d).l;-

A.L'Mﬁ Q)}J
S5 ST lssss slp slme 035 Sl 105 2 (5 xS o3l
ol 3VA S JuT O <o 51!

ST Glessss @y sbee 035 JSus | (o¥oro)) a Wy ol | T

Sl LVA 0k

'Debounce Filter




N9 50 YE ko sl s Ol ge

K APTRIS SRy B kool sl 5 DLl
40 olo Lkl 6J§$}li /4 c"u_)l: @)_,5 Q‘.‘)‘“ (RTU) 293 ol u\g‘lﬁ NEC S
g oS
(05 50m 31 ,lgz) L5031 (©) o)l J g
Gy bd /e 3,05kt o ladd 5 ol G903 o s,

\ . . . . T
D838,8 S ok Lol Ol O se !
ok S5 polde Jeoo L oy slagnss IEEE C37.1

Mg e s il ity || T

Jlesl 5 0L > gy © 4l ) wue | ¥-Y-)
e a b i pl o YO 5 JE

S sl e aib )

16 S eIl gl (6 Sl
iplp 25°C (glas 5 ot Ao ys ST

|EEE C37.1 4 Ok s 3Ws ST JKe s
+ 0.1% of nominal input signal range fora (B¥o¥)) i O-Y-\
single sample ' S (6, S el 5 ol slagass
S el glax
IEEE C37.1 S 3 (CMV)T S 22 e 5,58 5
3L 200 V peak il Sl F-¥-)
7 3'on S_¥_Yy_ .
( V) Ly 163 SNes
S e de Sl Cald (G865l
\s
5 IEEE C37.1 {CMRR)
A:L90dB 5> V-Y"-)
B A E PFT=D b b b 6 ol e eyt s
Ssd o S eIl S e
(DC) S JUT slzasss oo slgsni—¥-)
3353 ST ISwr Slis s (5,511 |EEE C37.1 b 3lie L Ok SHUT IS Jlesd

- V\—-¥-)
s g | T ST 2055 4 () o OF i)

bK:.w)

'Overload input signal rating
“Maximum operating common-mode voltage
3Common-Mode Rejection Ratio




451 Y0 i
Sl 6,5k ekes

80 oo didl: (5 K50 /4 fma b

el s Ol g
B kool sl 5 DLl
@)_,5 Qa_‘_,.h (RTU) 293 ol u\g‘lﬁ NESIN

EP 1Y)

ele oS e

(63 70 31 gei0) a0 3831 (©) 5Lt Jptr

Gy bd /e 3,05kt o ladd 5 ol G903 o s,
839,38 )‘Jw aS o"lif 03 gl>o d)ﬁ)Y
. . &\ 5 Ods cawl Ok L DC S JLT
005 el 05 L DC ST (g3, e Joosd Od ol O L
23 el Ok L ENETITES IEEE C37.1
. L -¥-
LS Jod L L ) (F=¥-¥-\) Ay i B
s ok ST oK Jlasl
oli’f.w) LSLQ'.'.)})} Mi24 mA 03 gk >we
= s (CMV) S ie e 3y
IEEE C37.1 o
(dy 3! DS
S pie de Bl G (G Sell
IEEE C37.1 :(CMRR)
A:L90dB Ll sl F-f-)
290 dB i 5l (F=¥-Y-1) tu Lo B 4 Ll e Sl S
g o S eIl S i
. . ] IEEE C37.1 \ . J
AL 50HzZ (L85 ,560dB L, J3lus (F=¥-T—) i Jb 5 Jols de sy 5, Seslil | 0-¥=)
10kQ sl £ 1MA S JUT slessss sl IEEE C37.1 ) )
5 ¥ vy ) 839,59 JL&M\A \Lﬂjuﬁj‘,\iﬂ 6ﬁ§e)".,\3| F—¥-\
600 Q 1420 MAS JUT clossys ol | OV
L3200 V peak i liie ST IEEE C37.1 Sl 53 63555 & Jlude ST
V-f-\
FoF-Y-)) L .
( )y 65 Sas 8
AL 10V peak JiSw Slis Slas IEEE C37.1 Sl 53 63555 & Jlde STa
A=¥-)
F—¥-Y-V) 4o
( ) > Shas
. IEEE C37.1 B -
AL 10V peak slo- (F=¥-r—1) 1 63 Sae Sl s S ie e S | 4-F-)
IEEE C371 BLECTEDY) Jl.\iﬁ_w WT )‘u\-&‘ &;43)‘_1;‘
AL 10V DC gsSlas Yeo¥—)
’ s (F=¥=¥-1) Single-ended L Common Mode .J\~

1Minimum differential (normal)—maode rejection




1951 Y i
K Solpst S0k osled

80 oo didl: (5 K50 /4 fma b

el s Ol g

B kool sl 5 DLl

@)_,5 Qa_‘_,.h (RTU) 293 ol u\g‘lﬁ NESIN 2 =)ls

ele oS e

(o3 5V L2ed) O 5031 (0) o leds J gt

Gy bd /e 3,05kt o ladd 5 ol G903 o s,
1§ S eIl glas (6,851l
iplp °C25 (glos 3 ot do s jSIu> |EEE C37.1 & 0l 5 55 S JUT JSw les! -
+ 0.1% of nominal input signal range for a (F=¥-Y=)) uu e e Soiliil o oo o
single sample D) SrSeslul 5o SNVIEESY
S el glax
s Glers > o slens-0-)
LS o el a5 Oley ke b b L s S 05 s Ol el
.J)JeML:mJEJ>))AL5?}J>'L§}) :JL’L:eu_J
IEEE C37.1
s dliss oy S 05 Jld Ol _O-
G¥-%) 1 b iy (s S 03 51 N-0-)
k.4<_i 9 anA.; m}aﬁ? (OlStO 30 S) 05 gl oo
Sl e 4 Olesen Ole b sis OISl IEEE C37.1 s Ol s O e
(F-¥-¥) o
Sl b s gy Jlzes (s> o 53 am Oy Ol b ol | Y-0-)
s
A3y P a eod & L SBO 0L S8 st g5 51 0l gl e
IEEE C37.1
oLl Ols = TEETS Jlasl (G¥-¥) 1o (SBO) | =1 | Y-0-)
Sl 65 Ol

bl a5 sles ==

Sl el plxl Slales 4 a5 L b o&Kaas

s a3 Jlasl glas jaiiS | |EC 60255-151 56 w50 Jlail gllas jasts 0pel | V=52
Glp ok plnil Sledats @ a5 L L olSis
e A e 4 56 Ll sl asiS | EC 60255-151 o 4 36 Jlasl gllas Gasts O3l | Y-8
s a1 Lasls 0355 05 St L olKaes

IEC 60255-1 La 36 0355 05 /S et O ga 3 Y—5-)

Aas ﬁ}m




QY die
Sl 6,5k ekes

80 oo didl: (5 K50 /4 fma b

(el sws Ol g
5 5l slasbas 5 Sl

B (s
@8 2 (RTU) s ol Sl olKens Jr =)
A5 oS

(03 g 3 ) a0 9031 (0) o ke Jgikr

Gy bd /e 3515kl ¢5led 5 pb G903 o 3,
' Al sl se)i-Y
WL (S S adss &5 ga3l sk o e el O g
Spdy Sype | IEC 6025527 Gl sl Shlte o 5, Jlest |y _y
(Ve=0-Y-Y)
IEC 60255-27 5|6kl D v 5
Ll S s & S O a5l U5k o a5 5 s Gl Osas
splyoyys | |EC60255:27 5. s, Jlst | Yoy
" (\'—O—Y—Y) I b - E e O
IEC 60255-27 s bl
[ e ol S ~/° 301 ~”L9 k:»sﬂjuﬂ -/L.J‘LJ _ _
o s le Cuaslin (6, S 631l O e
Ak iy 100 MQ luds 5l asia IEC 60255-27
) B Ll U cales blaS Lle Caglie Y-y
(emarv) | 9 TR
>}“;L$'° 6;0)‘.,\.:‘ d_jo" )”L:J)
"(EMC) (oblians 731 (5,8 5L0 (slad g1 ¥
IE 1000-6-55 jJloslend () 5 T
C 61000-6-5s 1o (V) Jdod> 155 53 G geae O g0
Transient phenomena ai.s =5 Oge3l oyl Sty I
bl &S 5,8 . 513 with high occurrence Sy 4 Sty xS 55 Jles!
() dsdr Gl OF oy Sles 5 =B e 61000-4-2 Y b Gl it s s | )T
&)‘ﬁ L)"‘ i CAM‘}:J DL PLY )}SJ.A J)‘J\.:L‘.w‘ ))\J;Lw\
At gn ol 0 03,5 +6KV(Contact Discharge)&
+8KV/(Air Discharge)

3L s3] Jasiis oty nl GLadsasl 51 i b pled ol (s b s 2 5 53005 Sl 5 (Al g mar s L

sl

ERIRLINR]

el oK s dss S (635, ke canl ol Ol e ooy i Sl @‘,AJ'TASB_.SJA ch,J\jS':su_(«j}(V

*Direct
*Indirect




4 YA G
Sl 6,5k ekes

80 oo didl: (5 K50 /4 fma b

el s Ol g

B kool sl 5 DLl
@)_,5 Qa_‘_,.h (RTU) 293 ol u\g‘lﬁ NESIN

EP 1Y)

ele oS e

(03 g 5 i) a0 9031 (0) 0 5kas J ot

Gy bd /e 3,05kt o ladd 5 ol G903 o s,
IEC 61000-6-5 > luslacl (V) Jsds b 2330 gl 3 S e 003l
Continuous phenomenasazws « ;> & ga31 ol ;\&:.x:;
Gy Bl 5 el LS 5,8 e IEC 61000-4-3 oreblae slelle 5o 0t SUS s p | Yoy
534S 5 Sde st (F) Jadr lae O g b Gillae g gsly slenslS 351 50
Mb&n@w\ Y o OJ))T &)‘; k)'i‘ 4 Ca.wﬁ 10 V/m (80MHZ'27GHZ)J}|J.>LZ~«! Y
IEC 61000-6-5 5 i Ll (V) Jsd> G
i T § 538553 ledl Bl 3 S gean D03
Transient phenomena ai.s <3 O3l ol PO 80 Sl nlR 02 e U0
bl s 5 5,8 » 13 with high occurrence s LIS slails Sl Jlesd
; fw . s osls 5 ~ g > (S e das
S Sl ,)l_uwj‘ (1) Jsr Gillas O 3y EC 61000-4.4 B le:é-j)ﬁ B Lecw;ﬁ- «52)} - v
“:»w‘ oL °>)j‘ u;‘)‘; g)-i‘ s w}ﬁ 53 })‘JJL‘\A\YCE‘N&[L«G ab\..wé L;].,S
Al e QIS s, 4KV
Pl sl s 110 s, 24KV
IEC 61000-6-55 1Ll (V) Jsd> 1.2/50" 4 5 = gn iyt 5> i yoan 00
Transient phenomena ai.s s3> Oga3l oyl —Gous Wl bt 4 45 T Jles!
ool &S 5,8 » 13 with low occurrence oBas J 28 5 ool Glgug 5 b s>
(M) st Gilee OF Jipdy lals 5 b IEC 61000-4-5 5 o gile | FT
RN S Sl sl -Signal/control ports:
AN P S 03 8 S 2 ) Line to Ground : 2KV
W PG S W ST -Power Ports:
Line to Ground : 2KV
Line to Line : 1KV (Level 2)
o5 L slglie g edd sl
IEC 61000-6-55 luslanl (V) Jsd ¥ il
Continuous phenomena azws ¢ 3= O 305l oy Gl 53 aien b e
okl @l G S S e B IECE1000-4-6 | v s e sealy iS5 L bt | 0T
RO IO I -SSP IS L S GO 10 V/m (10KHz-80MHz)
ol W JJ”‘M Qyw?\ ﬂJU ORI
NS S 2 QT .]a.sz

'Radiated radio frequency Electromagnetic field

2Fast transient burst
3Surge

*Conducted disturbance, induced by radio-frequency fields




1451 Y4 G
K Solpst S0k osled

80 oo didl: (5 K50 /4 fma b

el s Ol g

B kool sl 5 DLl
@)_,5 Qa_‘_,.h (RTU) 293 ol u\g‘lﬁ NESIN

EP 1Y)

ele oS e

(e:}:m 3 &) \Abyji 0) o)l djb

E

Aty bd ) s

k) o leds 4 ¢\a

o) A

@}J

IEC 61000-6-53,liiLenl (V) Jsds

Continuous phenomena azws sy a3l ol

Gy kel sl Gl S 5,8 e 13

53 &S 580 skl (V) Jade glke O

J\.JILLSA GCM‘ e.L.: c))‘ji J:J)bf ;f-l\ 9 Wﬁ

IEC 61000-4-8

Ol @l ply 3 Cgme Ogell

D [l dline
S Ll L eblae Ol Jlesl
WKiws 4 il Sl s (5oa O4)

100A/m Continuous- 1000A/m for 1(S)

oy

IEC 61000-6-55 0l (V) Jsd>
Transient phenomena «x.s « 5> Oya3l ol
bl &S 5,8 . Ll ,3 with high occurrence
() dsdr 3llae OF Bndy lals 5wl

&)\; w‘? Q»..w}.”u ))6)}59\4‘: J)‘./\JL\M‘

J.«.:ILJL;O (ol 0l aJJJT

IEC 61000-4-10

omblie Ol 2lp 53 el 005l
¥ . .
e Slas
QYB&:}‘ JS‘ B ali.';.») J;)ts WaBBs
Lo Sl mblin slglin 51 Lab

100A/m :5 ikl 0 dad llas ol

IEC 61000-6-55,lusLiwl (V) Jsd> G

Continuous phenomena ai.s s ;> o030 oyl
Grdy el 5wl Sl S 5,8 s 13

MLLS‘ QCM\ ol e))‘ji JAJ)‘; ;)'.’.\ i C,.wﬁ

IEC 61000-4-17

Ol o855 53 Jas sl 53 S s 005

DC (35,5
2 8 DC wdss s o)y S s
Vo b Gl Koz 3505 )

(10%Un) :» ikl

A=Y

IEC 61000-6-55 luclat (V) Jsds b
Transient phenomena «x.s s3> O a3l ol
sl &S 5,8 s 41,3 with high occurrence
(1) dsdr Gollae OF 2ndy llpd 5 mb
Sl ol P g 5 4SS he 5l

.,\..I:L‘-;A Sl ol ob)jT

IEC 61000-4-18

o5l glsal Sl 53 Caigme 0505

Zo.)\.;fi:‘):.a
C,J«Jw L: aJ..:).J:‘J:A 6\.&!5&3) @Lﬂ\ JLA&‘
oSy Gl s (52505 5 4l 4 VL

Common Mode: + 2.5KV
Differential Mode: + 1KV

'Power frequency magnetic filed
?Damped oscillatory magnetic field




AU WS
S omlps 6,5k osled

80 oo didl: (5 K50 /4 fma b

el s Ol g
B kool sl 5 DLl
@)_,5 Qa_‘_,.h (RTU) 293 ol u\g‘lﬁ NESIN

EP 1Y)

ele oS e

(6)}—:&‘ J'| 03) Lw_,»ﬂ ) °JL""2 d‘g.k>

Gy bd /e 3,05kt o ladd 5 ol G903 o s,
IEC 61000-6-55,luslaul (V) Jsd> G s e S wids 5 5, il (gl
Goles b 555 s Duration 455 50 s AC i
Transient ates ¢ Cod ol d3l 4l v Y Al S s e s Shas s
5,8 s I sphenomena with low occurrence s Gills AC 4,055 35 SSU 0
ol 5l SU e Y sl b Ss SY s e 61000-4-11 3
Transient phenomena with high . ;> .5 Voltage dips:
B ) AU 70% for 1 period
5 @l 2Ll & 55+ 13 occurrence Voltage interruption:
- 0 i
Bl (1) Jpar e O 5ok lal 2 AU 100% for 5 periods
o 0.5)}1 u:u)l; L)'»'~\ i Cﬂ.ﬂﬁ DL 45 )jSJw
IS W VPG
Yooy
IEC 61000-6-55 el (V) Jsds> b 53 Ode oSS a5 W il Ogesl
Goles b 555 s Duration 455 50 s DC s
Transient awws =5 Cud ol (Al 4l v Y CESL_JAS;‘)JMJJQA&W)J{
Jl,5 phenomena with low occurrence lea..d lae DC wlss 35Uy JLSU ous
U PRI S T 3
IEC 61000-4-29 _
Transient phenomena  » > s ol (L Voltage dips:
AU 70% for 100ms
bl &S 5,8 5,5 with high occurrence AU 40% for 100ms
P _ Voltage interruption:
() dsdr Gille OF s lld 5 b AU 100% for 50 ms
.,\..I:L‘-;A Sl 0 ob)jT
Loslas b o&ows mials fouS Olse 5 sl S o Seslul glad sl
_ B CISPR22 B W=y
oS L e LU oK lis S Ol bl S Cliais (g, Seslul

3L 3 ,lkad A

SVt dols 5 oKaus

"Voltage dips / Short interruptions




95 i (el sws Ol g

K APTRIS SRy B kool sl 5 DLl
80 oo didl: (5 K50 /4 fma b @5 @lsr (RTU) L5 ol 6l oeus 35 2l
A5 S
(63 jow 31 035L) Lw_,»ﬂ ©) oyl J o
Gy bd /e 3,05kt o ladd 5 ol PSS s,

e Ll 5 glad g3l -f

y)JCQMJﬂA;‘;eM;SLi‘fZJpJ
55 dad B ls) - OT 51 e s oS
s Ses 5 doys 00 S_,JLT olie (6 ,Se sl

(s Sl 7 5 ooy moe

e por 0305
IEC 60068-2-1 Ode 4 -25°C glas 5y oK Osls O3 \-¥

Celu VP

)bewéﬂwjoﬁﬁﬁk{‘ﬁ‘}od
55 dsd BB ollas) = OF 5 w5 o
3,80es 5 Aoy O SIUT slie g, Sl

S sle S 0 el
IEC 60068-2-2 V8 de 4 70°C (glos s oK Osls B Y-¥

celo
(o> Gl > 5 Wedaos e
sk o sl S Osesl
B S8 5 el S5 Ll fes (IEC 60870-2-2) 5 ksl 51 C WS 3b
53 s BB lbs) = OF 51 e 5 o e Sl 5 555 0 ol B5°C Ly Sl
o _ IEC 60068-2-30 v-¥
J;.Lo.& 9 M)) + 0 S),HJ\ J.pl}.a 6}:5::)‘.\4‘ C,;_,.}a) )‘.\.id JJS‘J} 9 /YQ C,_vjb_) )\.a\j.&

ol Cell VY

S gl gal -0

(o Ol
IEC 60870-2-5,l.ukul 31 BM .9 b
2

=R ) 0 s e S Jles
Voo ol 4 3mm ol anls L Y-4
)bb.).?uaujﬁ.;)o.,\.\;;'z.}ai\j:&&pd -

423

IEC 60068-2-6 ) _ V-0
A o 3 s e S Jlesl

Sde 4 10 MIST Lluls asls L 4-Yes

f.x.f—)c,ﬂﬁjlﬂjyyd%ﬁw&fﬂ
miss/mal operation

PRIRE

=R ) 0 s e S Jles

0 15 MIS7 bl awls L Yeo—0ns

ads Ny Ol




N9 50PY ik sl s Ol ge

K APTRIS SRy B kool sl 5 DLl
. é . Z HIGIR )
40 ole il (5 K35L /4 )b @5 @lsr (RTU) L5 ol 6l oeus Jr =)
AE S
(o3 30w 31 033093) WO ga31 (O) o ke J gk
o byE ke 355kl 05l 5 £l bg5l o s,
1S 5 O se5

IEC 60870-2- 15kl 51 BM oS b
)))&wéﬂ)oﬁﬁb@‘ﬁd&x’ 2

. e . oo T IEC 60068-2-27 v-0
CJ;}W)‘mJﬁJJLSJJﬂAS«Q}A)l 9)) wwrﬁ&s}& JJQY‘JLwl

miss/mal operation .
e ol b Cger

A (Peak acceleration = 100 m/s?
D (Duration) = 11ms

) 5 Nl
SPL bl

5oL el s b b sl Jols

dsb ceslss 5L oo ok, Solil e s
3,1kl 3 e Sl 0 6351 ol AO°C a3 53 3ts e ot
IEC 60896-21/22 IEC 60896-21/22 \

Q,ULE.« E) ol.?js Jlas! uLg_f- ‘)K j.."...»

.5DC L5

Y Es & > Nl
255k sl gl

wbsS Jlasl Sy Loy sbeosesl el

))\JJtﬁﬂ\ BE] C).LA CJLA\J“ OJV.:: °>)J‘J'.’ NEMA PE 5 ‘u\); %JJ EJ__,‘L: jLﬂJ I"f 53 \:,Jau;- v

NEMA PE 5 i
) L;“-LL“

35 bl w by e el sl Sl ol 03 RTU oKaes 35 5 bl slaslas s Sl el sras ol Lol JMASJLB.J}I\
35 e S 3 Ikl G il sl 0z S5 0T
B JJJLJ:M .bf]c L;LAQ).A)T C)L;fa- S 04 RTU aK.in >j>' JJ Q;\L;J\J\\ Lgu)l.:uj CJLAU,” Ml)}iw) ;,,;\ Q;L.ﬁl dda 45‘_;;[}‘)1)!7

355 S Sk 3kl b L 5 el i S3 OT




9P ik
S omlps 6,5k osled

80 oo didl: (5 K50 /4 fma b

(el sws Ol g
5 ) shane 5 S
@)‘,5 Qa_‘_,.h (RTU) 293 ol “lili NESIN

EP 1Y)

ele oS e

(GJ}—:&' J'| e:};.w) \Ab}aji ) ,JM d"_*,

Uj'ﬁ':\i L,ﬁ/)!.,\.& :)L,\S\.’.'.w‘ e)l.o..ijru C)JA}T Cfi ué.;:)
' G s gyl
e el g2
0 e)w J}J&- B C)J\.LA QLA‘J.” R os)j\ﬁ LSLA)L:M ;QL‘:‘J.H
Slp g i LAS Gla gl el s 5 bl Splidsh jatls guas gl Jels
IP s 5550 55 bes — 551 gliad js o bl clalesl | 2 cbli= Ll S sl g er:M! (1P) .
)JGMWIP‘S‘JJJZJ%'J%LJJ.&L - . )w Q)}J WL«A g é‘fg.” 6_9.».«4 J"lj
e))j‘jM\)ﬁéd‘vd}J}QQ ;4.4..3) 6L~49)5 . LS‘J—’ }&EL&&L@:)UA
3 g ;lﬂ
WSS

ol ohli ay bgyyo slayygesl oldsn conl 03 5 RTU Keos 557 22 2l slaslae 5 Sl faadl) s ol ool Guaa oS J;lz[j 3l

. 7 .Y . T
el O s sl o3l S ol T o 58 slg 505
s Ll 2 s3T5 (0 Jpdr ) s)) (0 Shas 5 S Sl lasitie cladsasl ol 74 ga5 (glgi g5
e (0 d_g.,\;- ¢ ;.5_3..)))

el 0 s V) e Sles 5 S Slasie gbosesl bl odss sl

)

33 s (Sl g S s L b b g0 sl 5 8 Lo slaslae (Dbl s Leadly 523 B oyl Jgdn s 1l g sl o S5

Type Tests
3Sample Tests

D gl Ced ol glas




£ 51V i
Sl 6,5k eles

80 olo didul: (5 K550 /4 )b

el s Ol g
b sasbae 5 Ll
@)‘,S ‘g_b.& (RTU) 393 oy M\Q_Q oKaws

EP Y

Ay oS 2

&‘}A&h&,& (5‘}.’)"&? d\.m\:...cb:'- (-\) d}-*? 2(\)6)‘.0.3 Cw”.

5 ‘5"“&5"”‘9 Y RPS;
iy ol 4355 S JUT lagsg,s sldas Jhous sla g 5 sl
Y Jlows s s o
3,
o wdas o wdss oIy T S dmn g P (P e
DC «i,v¢ | DC cista AC o S Tt o 3L
Gl S50 ,2) Ol )5 52) Gl &0 ,2)
\
\)
r
f
390 0 el (6515 po g e Jowe Sliasiia g il B laael - b golgdny YIS calhs
sLaal ﬁ.\nv_f:b.b-(abj(al. MGJU \L\SJ.&J,@,« eJWSJ._.A.i;C,SJMCL

g g an S b 5y Jlaes 63555 50 S gl a Jliws lgnsss sl Jisled s cpl ply 348 c;l:JpLa.:ﬁ-lésjjjJ@j;‘ajﬂwﬁwjélﬁéwléjﬂsli‘u.p'\J\




£4 51 V0 imiw t Jeddl ) gs Ol g

S Shlps Ak 0k o bl slobee 5 LI
40 olo il (5,850 /4 )b w5 @l (RTU) 55 of, 6L oKz s Sl
Rt
(95 31 93) J‘J.g‘} slaul o (#) ol J‘gb 4sls)
SWy palie SOl E b g pSelul by, Ol palie 313 L (g S03ll s,
o rb
lgn A el : Sl Ol s silepsiudl 51 Ol 2 Sl st 5|y =42,
S e e Sy S5l saedl 5 gl gl stlen
YQJ\::;@ 5A 1A
\
Y
r
f

L oblae Jsdr ool sletos, oled [Son ol 4.l 0l eJJJT‘JﬁM&\ﬁMﬁé\ﬂ)UﬂJ& Lo g WL oS o3 lge aslsl 53 Jsdar ol 5] g0 1S

D M‘y&éWd)J}

30 el (6515 po g e Jowe Slasiia g il B glaael - b golgdy YIS calhs

<L2al Ji"\";'}\)"t}fb}fb M@)U C,‘SJ&J@J OMMCASf.ZtL

ASWL.A d.L.a u<4” .]a.sz -«\..[LD C,.m\ ol a.}u.f.w\ L;jl:J} J‘"ﬂﬁ"‘“’d‘_): )‘45(;.0[? J)l)ﬁ DL JSL;‘ C_)ﬁlijﬁ L}J\iJ} Q)}.ﬂ‘b\) Lﬁﬂﬁ.\.w‘j )\ 3}”.’] LSLG'.'.)}_)} bjﬁo RTU GK:MJ\
Ayrbu\JQFQ)}JMRTU 5}5[3]6)})} Md&dﬁl}cu&ﬁulﬁfMjuj‘_k.wleMQT@;QJj}jw}ﬂﬁM\j)\wCMJJ

s o ol 1 0L o sl (6,831l & ol (S5 Sl g shite |




£4 51 ¥ i
S omlps 6,5k osled

80 oo didl: (5 K50 /4 fma b

(el sws Ol g
5 ) shane 5 S
@)‘,5 Qa_‘_,.h (RTU) 293 ol “lili NESIN

x4

EP 1Y)

ele oS e

DNP.3 JSS 4 Device Profile Jgda () o jlad o g

DNP V3.00
DEVICE PROFILE DOCUMENT

This doucment must be accompanied table having the following headings:

Object Group
Object Variation
Object Name(optional)

Request Qualifiers

Request function Codes

Response function Codes
Response Qualiflers

Vendor Name:

Device Name:

Highest DNP Level Supported:
For Requests: Level 2
For Responses: Level 2

Device Function:

O Master M Slave

Notable objects, functions, and/or qualifiers supported in addition to the High DNP Levels Supported

(the complete list is described in the attached table):

Maximum Data Link Frame Size (octets):
Transmitted
Received (must be 292)

Maximum Application Fragment Size (octets):
Transmitted (if > 2048, must be
configurable)

Received (must be > 249))

Maximum Data Link Re-tries:

0 None

OFixed at

M Configurable,range _1 to_ 10

Maximum Application Layer Re-tries:
O None

B Configurable, range 1 to 5

(Fixed is not permitted

Requires Data Link Layer Confirmation:
O Never
OAlways
B Sometimes if 'Sometimes', when?

[ Configurable if 'Configurable’, how?




4 5PV i

S omlps 6,5k osled

(el sws Ol g

S ) sl as 5 S

x4

80 oo didl: (5 K50 /4 fma b @5 @lsr (RTU) L5 ol 6l oeus 35 2l
g oS
Requires Application Layer Confirmation:
O Never
O Always (not recommended)
B When reporting Event Data (Slave devices only)
B When sending multi-fragment responses (Slave devices only)
O Sometimes if 'Sometimes', when?
O Configurable if ‘Configurable’, how?
Timeouts while wating for :
Data Link Confirm O None [ Fixed at OVariable  MConfigurable
Complete Appl. Fragment [0 None [ Fixed at OVariable  MConfigurable
Application Confirm O None [ Fixed at OVariable  MConfigurable
Complete Appl. Response [0 None [ Fixed at OVariable  MConfigurable

Others

Attach explanation if 'Variable' or 'Configurable’ was checked for any timeout

Sends/Executes Control Operations:

WRITE Binary Outputs
SELECT OPERATE
DIRECT OPERATE
DIRECT OPERATE.NO
ACK

Count>1

Pulse On

Pulse Off

Latch On

Latch Off

Queue

Clear Queue

H Never
OO Never
OO Never
O Never
O Never
M Never
O Never
OO Never
H Never
H Never
M Never
M Never

OAlways 0 Somtimes
OAlways [0 Somtimes
OAlways 0 Somtimes
OAlways 0O Somtimes
OAlways 0O Somtimes
OAlways 0O Somtimes
OAlways 0O Somtimes
OAlways 0 Somtimes
OAlways 0 Somtimes
OAlways 0 Somtimes
OAlways OO Somtimes
OAlways 0O Somtimes

Attach explanation if 'Sometimes' or ‘Configurable’ was checked for any operate

O Configurable
M Configurable
B Configurable
B Configurable
B Configurable
O Configurable
B Configurable
B Configurable
O Configurable
O Configurable
O Configurable
O Configurable

FILL OUT THE FOLLOWING ITEM FOR MASTER DEVICES ONLY:

Expects Binary Input Change Events:
M Either time-tagged or non-time-tagged for a single event
O Both time-tagged and non-time-tagged for a single event

O Configurable (attach explan

ation)
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FILL OUT THE FOLLOWING ITEM FOR MASTER DEVICES ONLY:

Reports Binary Input Change Events when no
specific variation requested:
O Never
H Only time-tagged
OOnly non-time-tagged
O Configurable to send both, one or the
other (attach explanation)

Reports time — tagged Binary Input Change
Events when no specific variation requested:

O Never

Bl Binary Input Change With Time

O Binary Input Change With Relative Time

O Configurable (attach explanation)

Sends Unsolicited Responses:

O Never

O Configurable (attach explanation)

Bl Only certain objects

O Sometimes (attach explanation)

B ENABLE/DISABLE UNSOLICITED
Function codes supported

Sends Static Data in Unsolicited Responses :

Bl Never
O When Device Restarts
O When Status Flags change

No other options are permitted.

Default Counter Object/Variation :

B No Counters Reported
O Configurable (attach explanation)
O Default Object
Default Variation
O Point-by-point list attached

Counters Roll Over at :

B No Counters Reported

O Configurable (attach explanation)
0O 16 Bits

0O 32 Bits

O Other Value

O Point-by-point list attached

Sends Multi-Fragment Responses : M Yes

O No
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DNP 3 Object Group and Variation

REQUEST

Master may issue

Outstation shall parse

RESPONSE

Master shall parse

Outstation may issue

Function Qualifier
Group| Var Function codes | Qualifier Codes
Description codes Codes
num | num (dec) (hex)
(dec) (hex)
Binary Input—Any 1 06
1 0
Variation (read) (no range, or all)
Binary Input—Packed 129 00,01
1 1
format (response) (start-stop)
Binary Input—With 129 00,01
1 2
flags (response) (start-stop)
06
Binary Input Event— 1 (no range, or all)
2 0
Any Variation (read) 07, 08
(limited qty)
06 129
Binary Input Event— 1 (no range, or all) (response) 17,28
2 1
Without time (read) 07,08 130 (index)
(limited qty) (unsol. resp)
06 129
Binary Input Event— 1 (no range, or all) (response) 17,28
2 2
With absolute time (read) 07, 08 130 (index)

(limited qty)

(unsol. resp)
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REQUEST RESPONSE

DNP 3 Object Group and Variation

Master may issue

Outstation shall parse

Master shall parse

Outstation may issue

Function Qualifier
Group| Var Function codes | Qualifier Codes
Description codes Codes
num | num (dec) (hex)
(dec) (hex)
06 129
Binary Input Event— 1 (no range, or all) | (response) 17,28
2 3
With relative time (read) 07,08 130 (index)
(limited gty) | (unsol. Resp)
Binary Output—Any 1 06
10 0
variation (read) (no range, or all)
Binary Output—
129 00, 01
10 2 Output status with
(response) (start-stop)
flags
3
(select)
4 17,28 129 echo of
(operate) (index) (response) request
Binary Command— 5
12 1 | Control relay output (direct op)
block (CROB)
6 17,28
(dir. op, no ack) (index)
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REQUEST RESPONSE

DNP 3 Object Group and Variation

Master may issue

Outstation shall parse

Master shall parse

Outstation may issue

Function Qualifier
Group| Var Function codes | Qualifier Codes
Description codes Codes
num | num (dec) (hex)
(dec) (hex)
Analog Input—Any 1 06
30 0
Variation (read) (no range, or all)
Analog Input—32-bit 129 00, 01
30 1
with flag (response) (start-stop)
Analog Input—16-bit 129 00, 01
30 2
with flag (response) (start-stop)
Analog Input—32-bit 129 00, 01
30 3
without flag (response) (start-stop)
Analog Input—16-bit 129 00, 01
30 4
without flag (response) (start-stop)
06
Analog Input Event— 1 (no range, or all)
32 0
Any Variation (read) 07,08
(limited qty)
129
Analog Input Event— (response) 17,28
32 1
32-bit without time 130 (index)

(unsol. Resp)
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REQUEST RESPONSE

DNP 3 Object Group and Variation

Master may issue

Outstation shall parse

Master shall parse

Outstation may issue

Function Qualifier
Group| Var Function codes | Qualifier Codes
Description codes Codes
num | num (dec) (hex)
(dec) (hex)
129
Analog Input Event— (response) 17,28
32 2
16-bit without time 130 (index)
(unsol. Resp)
Analog Output
1 06
40 0 Status—Any
(read) (no range, or all)
Variation
Analog Output
129 00, 01
40 2 Status—16-bit with
(response) (start-stop)
flag
3
(select)
4 17,28 129 echo of
Analog Output—16- (operate) (index) (response) request
41 2
bit 5
(dir. op, no ack)
6 17,28
(dir. op, no ack) (index)
Time and Date— 2 07
50 1
Absolute time (write) (limited gty = 1)
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REQUEST RESPONSE

DNP 3 Object Group and Variation

Master may issue

Outstation shall parse

Master shall parse

Outstation may issue

Function Qualifier
Group| Var Function codes | Qualifier Codes
Description codes Codes
num | num (dec) (hex)
(dec) (hex)
129
Time and Date 07
(response)
51 1 | CTO—Absolute time, (limited qty
130
synchronized =1)
(unsol. resp)
129
Time and Date 07
(response)
51 2 | CTO—ADbsolute time, (limited qty
130
unsynchronized =1)
(unsol. resp)
07
129
52 1 | Time Delay—Coarse (limited qty
(response)
= 1)
07
129
52 2 Time Delay—Fine (limited qty
(response)
= 1)
Class Objects—Class 1 06
60 1
0 data (read) (no range, or all)
06
Class Objects—Class 1 (no range, or all)
60 2
1 data (read) 07,08
(limited qty)
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REQUEST RESPONSE

DNP 3 Object Group and Variation

Master may issue

Outstation shall parse

Master shall parse

Outstation may issue

Function Qualifier
Group| Var Function codes | Qualifier Codes
Description codes Codes
num | num (dec) (hex)
(dec) (hex)
06
Class Objects—Class 1 (no range, or all)
60 3
2 data (read) 07,08
(limited qty)
06
Class Objects—Class 1 (no range, or all)
60 4
3 data (read) 07,08
(limited qty)
00
Internal Indications— 2
80 1 (start-stop)
Packed format (write)
Index=7
0
No Object (function code only)
(Confirm)
13

No Object (function code only)

(cold restart)

No Object (function code only)

23

(delay

measurement)
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8 Interoperability

This companion standard presents sets of parameters and alternatives from which subsets

have to be selected to implement particular telecontrol systems. Certain parameter values, suchas the
number of octets in the COMMON ADDRESS of ASDUs represent mutually exclusivealternatives.
This means that only one value of the defined parameters is admitted per system.Other parameters,
such as the listed set of different process information in command and inmonitor direction allow the
specification of the complete set or subsets, as appropriate for givenapplications.This Clause
summarizes the parameters of the previous Clauses to facilitate asuitable selection for a specific
application. If a system is composed of equipment stemming fromdifferent manufacturers, it is
necessary that all partners agree on the selected parameters.

The selected parameters should be marked in the white boxes as follows:

[ ] Function or ASDU is not used

Function or ASDU is used as standardized (default)
[R ] Function or ASDU is used in reverse mode

Function or ASDU is used in standard and reverse mode

The possible selection (blank, X, R, or B) is specified for each specific Clause or parameter.

NOTEIn addition, the full specification of a system may require individual selection of certain parameters for certainparts
of the system, such as the individual selection of scaling factors for individually addressable measured values.

8.1 System or device

(system-specific parameter, indicate definition of a system or a device by marking one of the
following with "X")

|:|System definition

CcControlling station definition (Master)

[XIControlled station definition (Slave)

8.2 Network configuration

(network-specific parameter, all configurations that are used are to be marked X")
OPoint-to-point [XIMultipoint-partyline

XIMultiple point-to-point XIMultipoint star

8.3 Physical layer
(network-specific parameter, all interfaces and data rates that are used are to be marked "X")
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Transmission speed (control direction)

Unbalanced interchange Unbalanced interchange Balanced interchange

Circuit V.24/V.28 Circuit V.24/V.28 Circuit X.24/X.27

Standard Recommended if >1 200 bit/s

O 100 bit/s 2400 bit/s 2400 bit/s 56000 bit/s
O 200 bit/s 4800 bit/s 4800 bit/s O 64000 bit/s
O 300 bit/s 9600 bit/s 9600 bit/s

600 bit/s
1200 bit/s

Transmission speed (monitor direction)

19200 bit/s
0O 38400 bit/s

Unbalanced interchange Unbalanced interchange Balanced interchange

Circuit V.24/V.28 Circuit V.24/V.28 Circuit X.24/X.27

Standard Recommended if >1 200 bit/s

[ 100 bit/s 2400 bit/s 2400 bit/s 56000 bit/s
[ 200 bit/s 4800 bit/s 4800 bit/s [ 64000 bit/s
[ 300 bit/s 9600 bit/s 9600 bit/s

600 bit/s
1200 bit/s

8.4 Link layer

(network-specific parameter, all options that are used are to be marked "X". Specify the maximum
frame length. If a non-standard assignment of class 2 messages is implemented for unbalanced
transmission, indicate the Type ID and COT of all messages assigned to class 2.)

19200 bit/s
O 38400 bit/s

Link transmission

Balanced transmission
[XIUnbalanced transmission
Frame length

Address field of the link

CInot present (balanced transmission only)
[CJOne octet
[XITwo octets

coNF |Maximum length L(Control Direction) OStructured

cone | Maximum length L(Monitor Direction) [X]Unstructured

CONF | Time during which repetitions are permitted (Trp) or number of repetitions
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When using an unbalanced link layer, the following ASDU types are returned in class 2messages (low
priority) with the indicated causes of transmission:

[ The standard assignment of ASDUs to class 2 messages is used as follows:

Type identification Cause of transmission

911,13 21 <1>

Oa special assignment of ASDUSs to class 2 messages is used as follows:
Type identification Cause of transmission

Note: (In response to a class 2 poll, a controlled station may respond with class 1 data when there is no
class 2 data available).

8.5 Application layer

Transmission mode for application data
Mode 1 (Least significant octet first), as defined in 4.10 of IEC 60870-5-4, is used exclusivelyin this
companion standard.

Common address of ASDU
(system-specific parameter, all configurations that are used are to be marked "X")

[XIOne octet OTwo octets

Information object address
(system-specific parameter, all configurations that are used are to be marked "X")

[XIOne octet OStructured
XITwo octets Unstructured
OThree octets

Cause of transmission
(system-specific parameter, all configurations that are used are to be marked "X")
[XIOne octet CITwo octets (with originator
Address). Originator address
is set to zero if not used
Selection of standard ASDUs

Process information in monitor direction
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(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction,"R" if

only used in the reverse direction, and "B" if used in both directions).

Xl<1> := Single-point information

O<2> := Single-point information with time tag

Xl<3> := Double-point information

O<a> = Double-point information with time tag

O<s> = Step position information

Xl<6> := Step position information with time tag

O<7> = Bitstring of 32 bit

O<s> = Bitstring of 32 bit with time tag

[X]<9> := Measured value, normalized value

[J<10> := Measured value, normalized value with time tag
CJ<11> := Measured value, scaled value

CJ<12> := Measured value, scaled value with time tag

[X]<13> := Measured value, short floating point value

OJ<14> := Measured value, short floating point value with time tag
O<15> = Integrated totals

C<16> := Integrated totals with time tag

[J<17> := Event of protection equipment with time tag

[J<18> :=Packed start events of protection equipment with time tag

[J<19> := Packed output circuit information of protection equipment with time tag

[J<20> := Packed single-point information with status change detection
J<21> := Measured value, normalized value without quality descriptor
[X]<30> := Single-point information with time tag CP56Time2a
[X]<31> := Double-point information with time tag CP56Time2a
<32> = Step position information with time tag CP56Time2a
[J<33> := Bitstring of 32 bit with time tag CP56Time2a

[J<34> := Measured value, normalized value with time tag CP56Time2a
[J<35> := Measured value, scaled value with time tag CP56 Time2a

[J<36> := Measured value, short floating point value with time tag CP56Time2a

O<37> = Integrated totals with time tag CP56Time2a
[J<38> := Event of protection equipment with time tag CP56Time2a

[J<39> := Packed start events of protection equipment with time tag CP56Time2a
[J<40> := Packed output circuit information of protection equipment with time tag CP56 Time2a

M_SP_NA 1
M_SP_TA 1
M_DP_NA 1
M_DP TA_1
M_ST_NA_1
M_ST TA 1
M_BO_NA 1
M_BO TA_1
M_ME_NA_1
M_ME_TA_1
M_ME_NB_1
M_ME_TB_1
M_ME_NC_1
M_ME_TC_1
M_IT_NA_1
M_IT TA 1
M_EP TA_1
M_EP TB 1
M_EP _TC_ 1
M_SP_NA 1
M_ME_ND_1
M_SP_TB_1
M_DP TB 1
M_ST TB 1
M_BO TB 1
M_ME_TD 1
M_ME_TE_1
M_ME_TF 1
M_IT TB 1
M_EP TD 1
M_EP TE_1
M_EP TF 1

Either ASDUs of the set <2>, <4>, <6>, <8>, <10>, <12>, <14>, <16>, <17>, <18>, <19> or

of the set <30 —40> are used.




5164 o iJendly s Ol g @
K SRl Ak oyl B kool sl 5 DLl

. Z.. L. . _ NP
0 ole il L;JSA)Q/% @)b é)"; g}‘.‘j‘h (RTU) 599 a‘) “lili RSN = <12
Al S

Process information in control direction
(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction,"R" if
only used in the reverse direction, and "B" if used in both directions).

[X]<45> := Single command C_SC NA_1
[X]<46> := Double command C DC_NA 1
Od<a7> = Regulating step command C_RC_NA_1
[X]<48> := Set point command, normalized value C_SE NA 1
OJ<49> := set point command, scaled value C SENB 1
[X]<50> := Set point command, short floating point value C_SE_NC_1
<51 := Bitstring of 32 bit C_BO_NA_1

System information in monitor direction
(station-specific parameter, mark with an “X” if it is only used in the standard direction, “R” ifonly used
in the reverse direction, and “B” if used in both directions).

[X]<70> := End of initialization M_EI_NA 1

System information in control direction
(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction,"R" if
only used in the reverse direction, and "B" if used in both directions).

[X]<100>:= Interrogation command C IC_ NA 1
[J<101>:= Counter interrogation command C CINA 1
[X]<102>:= Read command C RD NA 1
[X]<103>:= Clock synchronization command (option see 7.6) C_CS NA_1
[X]<104>:= Test command C TS NA 1
[X]<105>:= Reset process command C_RP_NA_1
d<106>:= Delay acquisition command C_ CD NA 1

Parameter in control direction
(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction,"R" if
only used in the reverse direction, and "B" if used in both directions).

[J<110>:= Parameter of measured value, normalized value P_ME_NA_1
[J<111>:= Parameter of measured value, scaled value P_ME _NB 1
[J<112>:=Parameter of measured value, short floating point value P_ME_NC 1

[J<113>:= Parameter activation P AC NA 1
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File transfer
(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction,"R" if
only used in the reverse direction, and "B" if used in both directions).

[J<120>:= File ready F FR_NA_1
[J<121>:= Section ready F SR NA_1
O<122>:= Call directory, select file, call file, call section F SC NA 1
OJ<123>:= Last section, last segment F LS NA1
O<124>:= Ack file, ack section F_AF_NA_ 1
[J<125>:= Segment F SG_NA_1
O<126>:= Directory {blank or X, only available in monitor (standard) direction} F_ DR_TA 1

Type identifier and cause of transmission assignments
(station-specific parameters)

Shaded boxes: option not required.
Black boxes: option not permitted in this companion standard
Blank: functions or ASDU not used.

Mark Type Identification/Cause of transmission combinations:
"X" if only used in the standard direction;

"R" if only used in the reverse direction;
"B" if used in both directions.

Type identification Cause of transmission
1 [2 [3 ][4 6 |7 [8 |9 [10[11[12]13]20 |37 |44 |45 |46 |47
to [to
36 (41

<1> [M SP NA 1 X
<2> |M SP TA 1

<3> |M DP NA 1 X
<4> |M DP TA 1

<5> |M_ST NA 1

<6> |M ST TA 1

<7> |M_BO NA 1

<8> |M BO TA 1

<9> |[M ME NA1 |X X X
<10> |M_ME_TA 1

<11> |[M_ME_NB_1

<12> |[M_ME_TB_1

<13> [M_ ME_ NC 1 |X X X
<14> |[M_ME_TC 1

<15> [M_IT_NA 1

<16> [M IT TA 1
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Type identification Cause of transmission

1 (2 |3 ]4 6 |7 |8 [9 [10[11 [12[13 |20 [37 |44 |45 |46 |47

to |to
36 (41

<17> [M_EP TA 1
<18> |[M_EP TB 1
<19> |[M_EP_TC 1
<20> |[M_PS NA 1
<21> |M_ME_ND 1
<30> |M_SP TB 1 X X | X
<31> |M_DP_TB_ 1 X X | X
<32> [M ST TB_1
<33> [M_BO TB_1
<34> |M_ME_TD 1
<35> [M_ME_TE_1
<36> |M_ME_TF_1
<37> [M_IT TB_1
<38> |M_EP _TD 1
<39> M _EP TE_ 1
<40> [M_EP _TF 1
<45> [C_SC NA 1 X [ X X XXX X
<46> [C DC NA 1 X | X X XXX X
<47> [C_ RC_NA_1
<48> |C_ SE_NA 1 X | X X XXX X
<49> [C_SE_NB 1
<50> [C SE_NC 1
<51> [C BO NA 1
<70> |M_EI NA 1 X
<100>|C IC NA 1 X | X X X | X
<101>|C CI NA 1
<102>|C RD NA 1 X | X
<103>|C CS NA 1 R X | X X | X
<104>|C TS NA 1 X | X X | X
<105>|C RP_NA 1 X | X X | X
<106>|C CD NA 1 X | X
<110>|P_ME_NA 1
<111>|P_ME _NB_1
<112>|P_ME_NC 1
<113>|P_AC NA 1
<120>|F FR_NA 1
<121>|F SR NA 1
<122>|F SC NA 1
<123>|F LS NA_1
<124>|F AF NA 1
<125>|F SG NA 1
<126>|F DR TA 17
% Blank or X only.
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8.6 Basic application functions

Station initialization
(station-specific parameter, mark "X" if function is used)

[XIRemote initialization

Cyclic data transmission

(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions)

[X]Icyclic data transmission

Read procedure
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions)

Read procedure

Spontaneous transmission
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions)

[X]Spontaneous transmission

Double transmission of information objects with cause of transmission spontaneous
(station-specific parameter, mark each information type "X" where both a Type ID without timeand
corresponding Type ID with time are issued in response to a single spontaneous change of amonitored
object)

The following type identifications may be transmitted in succession caused by a single statuschange of
an information object. The particular information object addresses for which doubletransmission is
enabled are defined in a project-specific list.

DSingIe-point information M_SP_NA 1M SP TA 1,M_SP_TB_land M_PS_NA 1
DDoubIe-point information M_DP_NA 1, M DP_TA land M _DP_TB 1

DStep position information M_ST_NA_1,M_ST_TA l1and M_ST_TB_1

O Bitstring of 32 bitM_BO_NA_1, M_BO_TA_1and M_BO_TB_1 (if defined for a specific project)
CIMeasured value, normalized value M_ME_NA_1,M_ME_TA_1,M_ME_ND_land M_ME_TD_1
CIMeasured value, scaled value M_ME_NB_1,M_ME_TB_land M_ME_TE_1

CIMeasured value, short floating point number M_ME_NC_1, M_ME_TC_land M_ME_TF_1

Station interrogation
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

Xlglobal
Clgroup 1 O group 7 Ogroup 13
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Clgroup 2 O group 8 Clgroup 14
Clgroup 3 Clgroup 9 O group 15
Clgroup 4 O group 10 Cgroup 16
Dgroup S) O group 11  Information object addresses assigned to each
Dgroup 6 Dgroup 12 group must be shown in a separate table.

Clock synchronization
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

[XIClock synchronization

CIDay of week used

[ORES1, GEN (time tag substituted/ not substituted) used
[X]ISU-bit (summertime) used

optional, see 7.6

Command transmission
(object-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

[XIDirect command transmission
[XIDirect set point command transmission
[X]Select and execute command

[CdSelect and execute set point command
[Jc_SE ACTTERM used

[XINo additional definition

|:|Short-pulse duration (duration determined by a system parameter in the outstation)
|:|Long-pulse duration (duration determined by a system parameter in the outstation)
CPersistent output

Transmission of integrated totals
(station- or object-specific parameter, mark "X" if function is only used in the standarddirection, "R" if
only used in the reverse direction, and "B" if used in both directions).

CIMode A: Local freeze with spontaneous transmission

CIMode B: Local freeze with counter interrogation

CIMode C: Freeze and transmit by counter-interrogation commands

CIMode D: Freeze by counter-interrogation command, frozen values reported
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Cdcounter read

Cdcounter freeze without reset
Cdcounter freeze with reset
Cdcounter reset

ClGeneral request
|:|Request counter group 1
|:|Request counter group 3
[CIRequest counter group
|:|Request counter group 4

Parameter loading
(object-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

Ol Threshold value

[CJsmoothing factor

CJLow limit for transmission of measured values
CdHigh limit for transmission of measured values

Parameter activation
(object-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

CJAct/deact of persistent cyclic or periodic transmission of the addressed object

Test procedure
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

[XITest procedure

File transfer
(station-specific parameter, mark "X" if function is used).
File transfer in monitor direction

O Transparent file

CJTransmission of disturbance data of protection equipment
O Transmission of sequences of events

O Transmission of sequences of recorded analogue values

File transfer in control direction
CdTransparent file
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Background scan
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

O Background scan

Acquisition of transmission delay
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

CJ Acquisition of transmission delay
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IEC 60870-5-104 S5 5 5,85 Jgda :(0) o,leds s gy
9 Interoperability

This companion standard presents sets of parameters and alternatives from which subsets must be
selected to implement particular telecontrol systems. Certain parameter values, such as the choice of
"structured” or "unstructured" fields of the INFORMATION OBJECT ADDRESS of ASDUs represent
mutually exclusive alternatives. This means that only one value of the defined parameters is admitted
per system. Other parameters, such as the listed set of different process information in command and in
monitor direction allow the specification of the complete set or subsets, as appropriate for given
applications. This clause summarizes the parameters of the previous clauses to facilitate a suitable
selection for a specific application. If a system is composed of equipment stemming from different
manufacturers, it is necessary that all partners agree on the selected parameters.

The interoperability list is defined as in IEC 60870-5-101 and extended with parameters used in this
standard. The text descriptions of parameters which are not applicable to this companion standard are
strike-through (corresponding check box is marked black).

NOTEIn addition, the full specification of a system may require individual selection of certain parameters for certain
parts of the system, such as the individual selection of scaling factors for individually addressable measured values.

The selected parameters should be marked in the white boxes as follows:

[ ] Function or ASDU is not used

Function or ASDU is used as standardized (default)
[R ] Function or ASDU is used in reverse mode

Function or ASDU is used in standard and reverse mode

The possible selection (blank, X, R, or B) is specified for each specific clause or parameter.
A black check box indicates that the option cannot be selected in this companion standard.

9.1 System or device
(system-specific parameter, indicate definition of a system or a device by marking one of the
following with "X")

|:|System definition
DControIIing station definition (Master)
[X]controlled station definition (Slave)

9.2 Network configuration
(network-specific parameter, all configurations that are used are to be marked X")

B Point-to-point B Multipoint-
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9.3 Physical layer
(network-specific parameter, all interfaces and data rates that are used are to be marked "X")

Transmission speed (control direction)

Unbalanced interchange Unbalanced interchange Balanced interchange
Circuit V.24/V.28 Circuit V.24/V.28 Circuit X.24/X.27
Standard Recommended if >1 200 bit/s

W100-bit/s W2400-bitfs W2400 bit/s  W56000 bit/s
W200 bit/s W4300 bit/s W4800-bit/s M64000bit/s
W-300-bitfs WOB00-bitfs W-9600-bit/s

W600 bit/s W 19200 bit/s

W1200-bit/s W38400-bifs

Transmission speed (monitor direction)

Unbalanced interchange Unbalanced interchange Balanced interchange
Circuit V.24/V.28 Circuit V.24/V.28 Circuit X.24/X.27
Standard Recommended if >1 200 bit/s

W100-bit/s W2400-bitfs W2400-bit/s—M56000-bit/s
W200 bit/s W4300 bit/s W4800-bit/s—M64000-bit/s
W-300-bit/s WOG00-bitfs W-9600-bit/s

W600 bit/s W 19200 bit/s

W1200-bit/s W38400-bifs

9.4 Link layer

(network-specific parameter, all options that are used are to be marked "X". Specify the maximum
frame length. If a non-standard assignment of class 2 messages is implemented for unbalanced
transmission, indicate the Type ID and COT of all messages assigned to class 2.)

Link transmission Address field of the link

B Balanced transmission B not present (balanced-transmission-onhy)
M Unbalanced-transmission— M Oneoctet

Frame length Mo octets

B Maximuom-length- B Structured

—(rumberofoctets) W Unsvuctured
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When using an unbalanced link layer, the following ASDU types are returned in class 2messages (low
priority) with the indicated causes of transmission:

.Ihestandardassignmen%e#ASDUs%assQ—message&mgedasieHeW&

Type identification Cause of transmission

9,11, 13,21 <1>

B A special-assignment 6f-ASDUs-to-class-2-messages-is-used-as-folows:

Type identification Cause of transmission

9.5 Application layer

Transmission mode for application data
Mode 1 (Least significant octet first), as defined in 4.10 of IEC 60870-5-4, is used exclusivelyin this
companion standard.

Common address of ASDU
(system-specific parameter, all configurations that are used are to be marked "X")

M Oneoctet XITwo octets

Information object address
(system-specific parameter, all configurations that are used are to be marked "X")

M One octet O structured
M 1o octets Unstructured
[XIThree octets

Cause of transmission
(system-specific parameter, all configurations that are used are to be marked "X")

W One octet [XITwo octets (with originator

Address). Originator address
is set to zero if not used

Length of APDU
(system-specific parameter, specify the maximum length of the APDU per system)
The maximum length of APDU for both directions is 253. It is a fixed system parameter.
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B Maximum length of APDU per system in control direction
B Maximum length of APDU per system in monitor dire

Selection of standard ASDUs

Process information in monitor direction
(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction,"R" if
only used in the reverse direction, and "B" if used in both directions).

Xl<1> = Single-point information M_SP_NA 1
[ .= Singl intinf . ithti _SPTA-
Xl<3> = Double-point information M_DP_NA_1
[ = bl intinf . ithti _DR_TA_
Xl<5> = Step position information M_ST NA 1
[ : = g ition in . ith ti M-ST-TA_
O<7> = Bitstring of 32 bit M_BO NA 1
[ : .~ Bitstri £32 bit with-ti _BOTA—
[X]<9> := Measured value, normalized value M_ME_NA 1
m - | i I L M—ME_TA_
J<11> := Measured value, scaled value M_ME_NB_1

O<15> = Integrated totals M_IT NA 1

[J<20>:= Packed single-point information with status change detection M_SP NA 1
[J<21>:= Measured value, normalized value without quality descriptor M_ME_ND_1
[X]<30> := Single-point information with time tag CP56Time2a M_SP TB 1
[X]<31> :=Double-point information with time tag CP56Time2a M _DP TB 1
O<32> := Step position information with time tag CP56Time2a M_ST TB 1
O<33> := Bitstring of 32 bit with time tag CP56Time2a M _BO TB_ 1
OJ<34> := Measured value, normalized value with time tag CP56Time2a M_ME TD 1

[J<35>:= Measured value, scaled value with time tag CP56Time2a M_ME TE 1
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[J<36> := Measured value, short floating point value with time tag CP56Time2a M_ME_TF_1
O<37> = Integrated totals with time tag CP56Time2a M_IT_TB_1
[J<38>:= Event of protection equipment with time tag CP56Time2a M_EP_TD 1
[J<39>:= Packed start events of protection equipment with time tag CP56Time2a M_EP_TE_1
OJ<40> := packed output circuit information of protection equipment with time tag CP56Time2a M EP TF 1

In this companion standard only the use of the set <30> — <40> for ASDUs with time tag ispermitted.

Process information in control direction

(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction,"R" if

only used in the reverse direction, and "B" if used in both directions).

[X]<45> := Single command

[X]<46> := Double command

O<47> = Regulating step command

[X]<48> := Set point command, normalized value
OJ<49> := set point command, scaled value

[X]<50> := Set point command, short floating point value
O<s1> := Bitstring of 32 bit

[X]<58> := Single command with time tag CP56Time2a

[X]<59> := Double command with time tag CP56Time2a

O<60> := Regulating step command with time tag CP56 Time2a

O<61> := Set point command, normalized value with time tag CP56 Time2a
Od<62> := set point command, scaled value with time tag CP56Time2a

OJ<63> := set point command, short floating point value with time tag CP56Time2a
O<64> = Bitstring of 32 bit with time tag CP56Time2a

Either the ASDUSs of the set <45> — <51> or of the set <568> — <64> are used.

System information in monitor direction

C_SC_NA 1
C_DC_NA 1
C_RC_NA_1
C_SE NA_1
C_SE_NB_1
C_SE_NC_1
C_BO_NA 1

C SC.TA 1
C_DC TA_1
CRCTA 1
C_SE TA_1
C_SE TB 1
C SETC 1
C_BO TA_1

(station-specific parameter, mark with an “X” if it is only used in the standard direction, “R” ifonly

used in the reverse direction, and “B” if used in both directions).

<70> = End of initialization

System information in control direction

M_EI_NA 1

(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction,"R" if

only used in the reverse direction, and "B" if used in both directions).

[X]<100>:= Interrogation command

C_IC_NA_1
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OJ<101>:= counter interrogation command C CI_NA 1
[X]<102>:= Read command C RD NA 1
[X]<103>:= Clock synchronization command (option see 7.6) C_CS_NA_1
B <104>:= Test command C—TFSNAL
[X]<105>:= Reset process command C RP_NA_1
| = i —CD-NA—
[X]<107>:= Test command with time tag CP56Time2a CTSTA 1

Parameter in control direction
(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction,"R" if
only used in the reverse direction, and "B" if used in both directions).

[J<110>:= Parameter of measured value, normalized value P_ME_NA 1
OJ<111>:= Parameter of measured value, scaled value P ME_NB 1
OJ<112>:=Parameter of measured value, short floating point value P ME_NC 1
[J<113>:= Parameter activation P_AC NA 1

File transfer
(station-specific parameter, mark each Type ID "X" if it is only used in the standard direction,"R" if
only used in the reverse direction, and "B" if used in both directions).

OJ<120>:= File ready F FR_NA 1
OJ<121>:= Section ready F SR NA 1
O<122>:= call directory, select file, call file, call section F SC NA 1
OJ<123>:= Last section, last segment F LS NA 1
O<124>:= Ack file, ack section F AF NA 1
[J<125>:= Segment F SG_NA_1
O<126>:= Directory {blank or X, only available in monitor (standard) direction} F DR TA 1
O<127>:= Query Log — Request archive file F SC NB 1

Type identifier and cause of transmission assignments
(station-specific parameters)

Shaded boxes: option not required.

Black boxes: option not permitted in this companion standard
Blank: functions or ASDU not used.

Mark Type Identification/Cause of transmission combinations:

"X" if only used in the standard direction;
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"R" if only used in the reverse direction;
"B" if used in both directions.
Type identification Cause of transmission
20 | 37
1123415 718[9[10(11 (12|13 |to |to |44 |45 |46 |47
36 | 41

<1> M_SP_NA_1 X X
<> M_SP AL
<3> M_DP_NA_1 X X
<4> M-_DPTAL
<5> M_ST_NA_1
<6> MSHTFAL
<7> M_BO_NA_1
<&> M-BO TAL
<9> M_ME_NA_1 | X X X X
<> | MMETAL
<11> | M_ME_NB_1
<> | MMETB1
<13> |[M_ME_NC 1 |X X X X
<> | MMETFC ]
<15> | M_IT_NA 1
<> | MH AL
<> | MEPTAL
<i8> |MEPTBI
<9> | MEP TG
<20> | M_PS_NA 1
<21> | M_ME_ND_1
<30> |M_SP_TB_1 X X | X
<31> |M_DP_TB 1 X X | X
<32> |M ST TB 1
<33> |M_BO_TB 1
<34> |M_ME_TD_1
<35> |M_ME_TE_1
<36> |M_ME_TF 1
<37> |M.IT_TB.1
<38> |M_EP_TD_ 1
<39> |M_EP TE_ 1
<40> |M_EP_TF 1
<45> | C_SC_NA_1 X X X | X[ XX
<46> | C_DC_NA_1 X X X | X[ XX
<47> | C_RC_NA 1
<48> | C_SE_NA_1 X X X[ X | X]X
<49> | C_SE_NB_1
<50> | C_SE_NC_1
<51> |[C_BO_NA_1
<58> [ C_SC_TA_1 X X X[ X | X]X
<59> | C_DC_TA 1 X X X[ X | X]X
<60> |C_RC_TA 1
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Type identification Cause of transmission
20 | 37
11213 5|6 |7(8|9|10 |11 |12 |13 |to | to |44 | 45 | 46 | 47
36 | 41

<61> |C SE TA 1
<62> |C SE TB 1
<63> |C SE TC 1
<64> | C BO TA 1
<70> | M_EI_NA 1* X
<100> | C_IC_NA 1 X | X X X | X
<101> | C_CI_.NA 1
<102> | C_ RD_NA_1 X X | X
<103> | C_CS_NA 1 X | X X | X
<104> | G S NAL
<105> | C_ RP_NA 1 X | X X | X
<106> | GCB-NA-1
<107> |[C TS TA 1 X[ X | X][X
<110> | P_ME NA 1
<111> | P_ME NB 1
<112> | P_ME_NC_1
<113> [P_AC_NA 1
<120> | F. FR NA 1
<121> | F. SR NA 1
<122> | F. SC NA 1
<123> |[F LS NA 1
<124> | F AF NA 1
<125> | F SG NA 1
<126> | F DR TA 1*
<127> | F. SC NB_1*
* Blank or X only.

9.6 Basic application functions

Station initialization
(station-specific parameter, mark "X" if function is used)

[XIRemote initialization

Cyclic data transmission
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions)

Cyclic data transmission

Read procedure
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions)

Read procedure
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Spontaneous transmission
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions)

Spontaneous transmission

Double transmission of information objects with cause of transmission spontaneous
(station-specific parameter, mark each information type "X" where both a Type ID without timeand
corresponding Type ID with time are issued in response to a single spontaneous change of amonitored
object)

The following type identifications may be transmitted in succession caused by a single statuschange of
an information object. The particular information object addresses for which doubletransmission is
enabled are defined in a project-specific list.

DSingIe—point information M_SP_NA 1M SP TA 1,M SP TB 1and M_PS NA 1
|:|D0uble—point information M_DP_NA 1,M DP TA land M DP TB 1

|:|Step position information M_ST NA 1, M ST TA land M _ST TB 1

|:|Bitstring of 32 bitM_BO_NA 1, M BO_TA land M_BO_TB_1 (if defined for a specific project)
O Measured value, normalized value M_ME_NA 1,M_ ME TA 1,M ME ND land M ME_TD_1
O Mmeasured value, scaled valueM_ME NB 1,M ME TB land M_ME_TE_1

O Measured value, short floating point number M_ME_NC 1, M ME_TC land M_ME TF 1

Station interrogation
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

[Xlglobal

Clgroup 1 O group 7 Cgroup 13

Clgroup 2 O group 8 Clgroup 14

Clgroup 3 Clgroup 9 O group 15

Clgroup 4 O group 10 Ogroup 16

Dgroup 5 O group 11  Information object addresses assigned to each
Dgroup 6 |:|group 12 group must be shown in a separate table.

Clock synchronization
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

[XIClock synchronization
[CIDay of week used
[JRES1, GEN (time tag substituted/ not substituted) used

[XISU-bit (summertime) used
optional, see 7.6
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Command transmission

(object-specific parameter, mark "X" if function is only used in the standard direction, "R™ ifonly used
in the reverse direction, and "B" if used in both directions).

[XIDirect command transmission
[XIDirect set point command transmission
[XISelect and execute command
[X]Select and execute set point command
[Jc_SE ACTTERM used

[XINo additional definition

[Cdshort-pulse duration (duration determined by a system parameter in the outstation)
[CJLong-pulse duration (duration determined by a system parameter in the outstation)
Cpersistent output

[XISupervision of maximum delay in command direction of commands and set point commands

CONF  |Maximum allowable delay of commands and set point commands

Transmission of integrated totals
(station- or object-specific parameter, mark "X" if function is only used in the standarddirection, "R" if
only used in the reverse direction, and "B" if used in both directions).

CIMode A: Local freeze with spontaneous transmission

CIMode B: Local freeze with counter interrogation

CIMode C: Freeze and transmit by counter-interrogation commands

CIMode D: Freeze by counter-interrogation command, frozen values reported

Ocounter read

Cdcounter freeze without reset
Cdcounter freeze with reset
Cdcounter reset

ClGeneral request
|:|Request counter group 1
|:|Request counter group 3
[CIRequest counter group
[CIRequest counter group 4
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Parameter loading
(object-specific parameter, mark "X" if function is only used in the standard direction, "R™ ifonly used
in the reverse direction, and "B" if used in both directions).

O Threshold value

Jsmoothing factor

CILow limit for transmission of measured values
CIHigh limit for transmission of measured values

Parameter activation
(object-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

[CJ Act/deact of persistent cyclic or periodic transmission of the addressed object

Test procedure
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

[XITest procedure

File transfer
(station-specific parameter, mark "X" if function is used).
File transfer in monitor direction

O Transparent file

CdTransmission of disturbance data of protection equipment
CdTransmission of sequences of events

CdTransmission of sequences of recorded analogue values

File transfer in control direction
Ol Transparent file

Background scan
(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

[dBackground scan

e cion.del

(station-specific parameter, mark "X" if function is only used in the standard direction, "R" ifonly used
in the reverse direction, and "B" if used in both directions).

B A ccicition of ccion.del
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Definition of time outs

Parameter | Default value Remarks Selected value
t0 30s Time-out of connection establishment | Configurable
tl 155 Time-out of send or test APDUs Configurable
t2 10s Time-out for acknowledges in case of Configurable

no datamessages t2 < t1
t3 20s Time-out for sending test frames in Configurable
case of along idle state

Maximum range for timeouts t0 to t2: 1 s to 255 s, accuracy 1s.

Recommended range for timeout t3: 1 s to 48 h, resolution 1 s.

Long timeouts for t3 may be needed in special cases where satellite links or dialup

connections are used (for instance to establish connection and collect values only once perday or
week).

Maximum number of outstanding | format APDUs k and latest acknowledge APDUs (w)

Parameter | Default value Remarks Selected value
k 12 APDUs | Maximum difference receive 12
sequence numberto send state
variable
w 8 APDUs Latest acknowledge after receiving w 8
| formatAPDUs

Maximum range of values k: 1 to 32767 (2'>~1) APDUs, accuracy 1 APDU
Maximum range of values w: 1 to 32767 APDUs, accuracy 1 APDU (Recommendation: wshould not
exceed two-thirds of k).

Portnumber
Parameter Value Remarks
Portnumber 2404 In all cases

Redundant connections

CINumber N of redundancy group connections used
RFC 2200 suite

RFC 2200 is an official Internet Standard which describes the state of standardization ofprotocols used
in the Internet as determined by the Internet Architecture Board (IAB). It offersa broad spectrum of
actual standards used in the Internet. The suitable selection ofdocuments from RFC 2200 defined in
this standard for given projects has to be chosen by theuser of this standard.
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Ethernet 802.3
CJserial X.21 interface
Cdother selection from RFC 2200:

List of valid documents from RFC 2200
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Functional requirements versus

Functions * -
electromagnetic phenomena

Continuous Transient phenomena Transient phenomena
phenomena with high occurrence with low occurrence
Protection and teleprotection ® A A A
On-line processing and regulation A A A
High speed communication A A A
Metering A A A
Command and control A A B — Short delay °
Supervision A A B — Temporary loss,

self recovered ©

Human-machine interface A A C — Stop and reset '
Alarm A A - Short delay 9, temporary wrong indication
Data transmission and A A — Mo loss, possible bit B — Temporary loss !
telecommunication © error rate degradation "
Data acquisition and storage A B — Temporary degradation =
Measurement A B — Temporary degradation, self recovered !

ff-line processing A B — Temporary C — Temporary loss

degradation and reset

Passive monitoring A B — Temporary degradation C — Temporary loss
Self-diagnosis A B — Temporary loss, self recovered *

4 For the application of the performance criteria to equipment with multiple fumctions, the performance

criterion related to the function under test applies.
o For teleprotection using a power line carrier, the "normal performance” during the switching of HV isclators

may need an appropriate validation procedure.

€ Used in automation and comtrol systems as auxiliary function to other ones, for example to implement co-
ordination.

@ A delay of a duration which is insignificant compared to the time constant of the controlled process is
acceptable.

€&  Temporary loss of data acquisition and dewviation in event scheduling time is accepted, but correct events
sequence shall be maintained.

T Manual restoration by operators is allowed.
7  With respect to the degree of urgency (mot to the process).

Temporary bit error rate degradation can affect the communication efficiency; automatic restoration of any
stoppage of the communication is mandatory.

Mo effect on stored data or processing accuracy is allowed.

Without affecting the measurement accuracy of analegue or digital indication.

K Within the systemn diagmostic cycle.




